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  Business Email Compromise (BEC) rose to prominence as a scam that cost businesses collectively 
$1.8 Billion USD in 2020 alone. BEC scams began making headlines towards the end of 2015, but were often 
wrongly characterized as wire fraud. By the middle of 2016 enough incidents had been detected by security re-
searchers to see what businesses were facing, while it could be considered wire fraud, it was a unique attack 
method that came to be called BEC.

  Some estimates place the total losses suffered by businesses around the globe at $26 Billion USD since 
June 2016  and businesses from 177 countries  have fallen victim to scammers. While putting a figure to the 
problem certainly helps frame the seriousness of the situation it does little to explain what a BEC scam is. A 
picture is worth a thousand words.

BUSINESS EMAIL COMPROMISE: 
A BILLION-DOLLAR PROBLEM
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FIGURE 1 - BUSINESS EMAIL COMPROMISE 
Source: Interpol
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 Coming up with an exact definition of what a BEC scam is or consists of is difficult as tactics and methods 
employed by scammers have evolved over the years. This evolution has also brought with it high levels of so-
phistication as experienced cyber threat groups have seen the potential for profit. This has somewhat mud-
died attempts to set in stone what a BEC scam is and any definition is likely to be outdated in a few weeks or 
months.

 While providing a definition may be difficult, BEC scams do exhibit a few common characteristics that set 
them apart from other scams. As to why the scam is referred to as a business email compromise is because 
the threat actor will compromise the email of a business or a business partner or vendor. The threat actor then 
sends emails from a compromised account pretending to be a company's CEO or CFO and requests that a 
payment needs to be made to the banking details provided in the email.

  Alternatively, the email is from a trusted vendor or partner requesting payment for services rendered. The 
threat actor will not only pretend to be a high ranking member of staff within the business but can employ vari-
ous other social engineering tricks to further add credence to their claims.

 If the employee does as instructed, the attack chain is complete. The funds can be transferred to bank ac-
counts controlled by money mules and sent on to be laundered through complex money laundering rings. Over 
the years Hong Kong has developed the unsavory reputation for being the centre of operations for many of 
these money mule and laundering rings.
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BEC AND A WORKING DEFINITION

FIGURE 2 - BEC LOSSES 2019. 

FIGURE 3 - BEC TRENDS 2020


