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EXECUTIVE SUMMARY

With increased access and use of the Internet since the late 1990s, we are witnessing the popularity of the
Internet skyrocket to unimaginable heights. For example, in 1995 there were only about 16 million internet users
worldwide, which constituted only 0.4% of the world's population. From there, this number doubled almost every
year to reach 248 million, or 4.1% of the global population, in December 1999. This number has now increased
to about 5.38 billion people in March 2022. Ultimately, this means that 67.8% of the global population now has
access to or uses the Internet.

As a result of this increased growth, the Internet has now changed the way people live, provides them with
more knowledge than ever before, and allows businesses to be more efficient, productive, and serve their
customers better. It is not all good news, however. With increased internet usage comes increased risks.

Probably the most significant of these risks is the increased risk for data breaches, data loss, and other
cyberattacks that surface as Internet usage increases. This is an especially relevant consideration for
businesses and other organizations where data security is a chief concern when one considers that
cyber attacks increased by 31% from 2020 to 2021 and the cost of cybercrime is expected to reach $10.5 trillion
by 2025.

Security risks have always accompanied Internet use, and it is for this reason that the world came to know
earlier, traditional antivirus solutions. However, over time, cyber attackers have become more sophisticated and
are now employing advanced attack methods that are capable of evading more traditional security solutions.

As a result, organizations now need more effective and efficient solutions that could not only help them identify
any threats, but also help them respond faster to these threats. And faster identification and responses are vital.

For example, it takes security teams, on average, about 287 days to identify and contain a data breach, and
data breaches cost companies about $200,000 on average. During this time, the resulting damage from a breach
can be devastating.

This is where Endpoint Detection and Response or EDR becomes an invaluable tool. It helps our customers
identify and respond to threats much faster than traditional solutions and enables their security teams to hunt
for threats proactively, instead of taking a reactive approach as they would have with more traditional security
solutions.

In this white paper, we will discuss EDR in more detail, look at some use cases, and we will aim to provide a
concrete framework for threat hunting with EDR.
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Introduction to EDR

Before looking at the threat hunting process in more detail, it's important that we first understand what EDR is,
why the need for it arose, and the capabilities it offers. Comprehending these aspects lays the foundation for
implementing threat hunting strategies and processes based on using EDR.

What is EDR?

The term Endpoint Detection and Response (EDR) was initially coined by Gartner's Anton Chuvakin to describe
systems that could detect suspicious activities on endpoints and use automation that enables security teams to
identify and respond to security threats quicker and more effectively. EDR refers to an integrated endpoint
security system that continuously monitors and collects endpoint data and has automated responses and
analysis capabilities and features.
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Figure 1 - How EDR Works

Considering the above, the key components of EDR are:

(») Endpoint monitoring and management. The first component allows EDR to monitor endpoints and collect
data in relation to, for example, activity volume, processes, connections, and data transfers into a central
location.

(») Analysis. Once the data is collected, EDR analyzes the data and provides insights on how an attack occurred,
how future attacks might occur, and what strategies organizations might implement to prevent those attacks.
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(» Automated incident response. EDR uses pre-configured rules to identify an incoming attack and to trigger
an automated response. These responses include logging off users, sending alerts, or rolling back a system to a
previous safe state.

The Need for EDR

Now that we have a broad overview of EDR and its components, the question is: Why the need for EDR
solutions? In other words, why were EDR solutions developed? To answer this question, let us consider a brief
evolution of cyber threats.

The Evolution of Threats

Traditionally, antivirus software was able to provide sufficient protection against cyber threats. However,
during the early 2010s, attackers implemented new methods that did not rely on the installation of malware or
an application to execute malicious code. By using these new methods, attackers were then able to bypass
traditional security measures and software.

The Evolution of Cyber
Security Attack Methods
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Figure 2 - Evolution of attack methods
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The first example of these new methods is using document-based malware. This is so attractive because,
while most users understand that they should not download or run any applications from unknown sources, they
do not understand that document files like PDFs, Word, Excel, or PowerPoint documents are similarly capable.
The result is that they are more likely to download and open these files.

Attackers take advantage of this misunderstanding by incorporating Macros in these files which, in turn, run
malicious code on the users' machines. Now, some might think that a simple solution to prevent this is by
disabling Macros. Unfortunately, because Macros help users to automate tasks and are vital to many business
processes, doing this impacts productivity and efficiency negatively. Hence, disabling Macros is not a viable
solution.

For this reason, because organizations use Macros as a productivity tool, they are still prevalent. Moreover, the
fact that Macros are still easier to get onto a user's machine compared to other applications also contributes to
their continued popularity under attackers.

The second method attackers often implemented is using fileless attacks, because this method, as the name
implies, does not rely on the installation of any files but rather operates in-memory, it can evade traditional
security measures. They became popular as a result of a leak of NSA infiltration tools, which allow attackers to
move laterally through systems and exploit vulnerabilities in operating system protocols. Probably the most
well-known example of fileless attacks is Eternal Blue attacks that exploit the network file sharing protocol SMB
or Server Message Block.

Because traditional tools could not reliably identify these attacks, as is the case with document-based
malware, there was no viable solution for these attacks. Despite this, SMB still forms a crucial component of
organizations' network communications. It's important to remember that these are only two examples of how
attackers can bypass traditional antivirus software, and there are myriad other ways that a potential threat can

bypass your traditional controls.
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EDR is Born

Since the evolution of the attacks mentioned above, the inadequacies of traditional antivirus software soon
became apparent, and its effectiveness for detection continued to decline.

As a result, antivirus software vendors started using alternative techniques to distinguish between legitimate
and malicious software. These techniques, which included cloud-based analysis, behavior analysis, and
machine learning, were designed and used with signatures to allow organizations to identify both known and
unknown threats. For this reason, these new tools were referred to as next-generation antivirus (NGAV).

Flowing from this, vendors also created new tools that gave organizations more visibility into their networks
and systems. This new collection of tools was described by Anton Chuvakin, as mentioned earlier, as EDR in
2013. They typically, like NGAV, implemented machine learning, and behavior all analysis to monitor systems
and identify any malicious activity.

Despite the improvements these tools facilitated, they weren't without their problems. For instance, they
produce far more alerts compared to traditional tools and, could lead to stakeholders underestimating the
importance of alerts given by the tool. Moreover, early EDR tools relied on organizations collecting vast amounts
of data and having more security expertise compared to traditional tools to operate efficiently and
effectively.

The Evolution of EDR

Despite the advances that EDR has brought to security and threat management, attackers are becoming more
sophisticated and they are able to adapt to these advances by using new attack methods. A case in point, the
LMNTRIX researchers are able to bypass every single NGAV and EDR tool on the market today, which means
APTs and Nations State attackers could easily do the same. As such, these tools also need to adapt to ensure
that companies' and organizations' data stays safe. Fortunately, since 2013, these tools have evolved
significantly and vendors are continuously improving these tools to adapt to ever-increasing and evolving
security risks.

One of these evolutions is Extended Detection and Response or XDR. This term describes the extension of EDR
and SIEM and promises to reduce alert fatigue and false positives by integrating endpoint, network, system,
application, and cloud data. This amalgamation enables better visibility and context into advanced threats
through the use of analytics.

Sitting between EDR and MDR in terms of capability, it enhances on EDR solutions in terms of the types of
activity it can monitor and the range of attacks it can detect. Where EDR improved on malware detection over
antivirus capabilities, XDR extends the range of EDR to encompass more deployed security solutions while also
offering containment capabilities using integrations with enforcement points.

While we may argue that this is the aim of security information and event management (SIEM) and security
orchestration, automation, and response (SOAR) tools, they never quite lived up to the promise.
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With a laser focus on threat detection and incident response, XDR is now poised to deliver what these other
technologies couldn't  a unified, workable detection, and response platform.

Generally, XDR should provide the following capabilities — at a minimum:

() Extend telemetry beyond endpoint signals
() Correlate security data to improve accuracy and consolidate alerts into incidents
(9 Expand, coordinate, and automate response actions across the environment

Based on these requirements, we can see how an XDR platform might be considered as an improvement and/
or replacement of other security technologies — assuming the particular XDR solution actually delivers on its
promise.

For example, if an XDR platform natively provides network telemetry signals, it might allow a company to
replace their current NDR or Deception solution. The added benefit, which we'll discuss below, is that network
telemetry is fully integrated into the XDR platform out of the box. This negates the need for expensive and
complex integration and ultimately can lead to better protection due to the signals being natively built into the
XDR analytics engine.

Taking the key XDR capabilities above, we can see how each might replace existing technology or add
capabilities that may otherwise be missing.

(O Extended telemetry  potentially provide signals and data that would otherwise require additional
technologies such as NDR, Network Forensic, UBA Rules, CASB, CSPM, Deception, Machine and
Underground Intelligence, etc.

(©)Correlate security data  potentially replace expensive and complex SIEM technology

(©)Expand response actions  potentially replace expensive and complex SOAR technology

Consolidating these technologies into a single, unified offering also makes these technologies accessible to
security teams that might otherwise not have the budget or bandwidth to deploy and support them.

Another evolution on EDR is Managed Detection and Response or MDR. Managed Detection and Response
(MDR) is the term used for specialist threat detection and response capabilities delivered via an outcome-based
approach. The goal of MDR is to rapidly identify and limit the impact of security incidents to customers while the
focus of these services is on remote threat monitoring, detection, and targeted response activities on a 24/7
basis.

MDR providers may employ a combination of host and network-layer technologies, as well as advanced
analytics, threat intelligence, forensic data, and human expertise for investigation, threat hunting, and response
to detected threats. These make up an MDR's technology stack, and deployment is on the inside of the client
network on all chokepoints and endpoints. Most MDR do not rely on the use of logs or legacy SIEM.
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MDR takes off where MSSP stops, and it's considered the next iteration for threat detection and response.
Most threats detected by MDR cannot be found in logs or a SIEM and cannot be identified by an MSSP or the
client's internal SOC. Furthermore, threats detected by an MDR are typically automatically validated,
investigated, contained, and remediated. Unlike MSSP, an MDR does not send unvalidated alerts or false
positives to clients and expect them to conduct the investigation.

MDR also offers the opportunity to repurpose security budgets where the MDR would use equivalent or better
technology in their stack, such as next-generation AV, SIEM, MSSP, IDS, sandboxing, and others.
Unlike MSSP that simply relies on logs, the main weakness of MDR is that it can get expensive as MDR takes
advantage of a completely separate technology stack that needs to be deployed on the inside of the client
network. MDR also has a negative side-effect in that it makes log-based approaches such as the existing client
SOC and MSSP look ineffective as it detects threats that simply cannot be identified from logs  this naturally
doesn't fare well for any executive that invested in those solutions.

Traditional AV vs. EDR

We have now looked at EDR in more detail, and we have a broad overview of where traditional antivirus
software falls short. As such, we now need to consider the differences between these solutions in more detail.
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Figure 4 - The Progression of Endpoint Security

Traditional AV Features
To build a more complete understanding of the difference between these two security tools, the first step is to

consider how a modern antivirus solution identifies malware on a computer system. Here, these solutions might
implement one or more of the following types of scans to identify malicious software:
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