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How to Become a CISO

Becoming a CIS0O isn't a linear path. But there are several steps you can
take to help you cultivate the skill set needed to prepare you for a CISO

role.
l Step 4
Build Your
SteP 3 Management
Complete IT Experience
SteP - Security
Get IT Security Certifications
Experience and Training
Obtain Your
Bachelor’s
Degree

CISO Responsibilities

In order to easily understand the job of a CISO, it is better to learn the
day-to-day responsibilities that he is supposed to undertake.
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Security Cyber risk Data loss
operations and cyber and fraud
intelligence prevention
e
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Security Identity Program Investigations
architecture and access management and forensics
management
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Governance Risk assessment, Legal
mitigation and regulatory
and avoidance compliance

CISO Skills

‘ Risk and compliance management

‘ Technical IT expertise

Security architecture

development Identity

management

Crisis
response and

@@ remediation
Disaster @@

Mobile and remote
device management

Application
recovgry and database
planning security

Network security
and firewall
management

Data and information
management (classification,
retention and destruction)

‘ Communication and leadership skills

Leadership
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Communication 88 & Collaboration

A cyber master’s

develops soft i
Research skills that p Writing
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are the key to -
advancement

CISO Certification

CISSP : Certified Information Systems Security Professional
CCISO : Certified Chief Information Security Officer

CISM : Certified Information Security Manager

CEH : Certified Ethical Hacker

OSCP : Offensive Security Certified Professional

CISA : Certified Information Systems Auditor

GSLC : GIAC Security Leadership

CGEIT : Certified in the Governance of Enterprise IT

CISO Salary

Rising salaries and demand for CISOs underpin the integral role they play
in modern organizations. The below salaries exclude company cars,
moving allowance, health insurance, bonus structure, stock option plans
and profit sharing options.

10% Median 90%
$105K $162K $223K
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10% Median 90%
£52K £87K £133K

10% Median 90%
SGD 344.65 SGD 174K SGD 395K
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10% Median 90%
A$138K A$188K A$273K

Top Reasons Why CISOs Change Jobs

367
(1]
Corporate culture

does not emphasize
cybersecurity

38%

Higher salary

31%
0
Cybersecurity budget

not commensurate with

the organization’s
size or industry
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Not active participant
with executive

management
and the board

What Does A F100 CISO Look Like?

Male Caucasian
i
=, ,
= Bachelor’s
40-50 degree
[ i
:—_
N
Primary work S — 31T
experience in —_— certifications:
H

of fortune 100 CISOs
live in New York

, ‘ of fortune 100 CISOs have a Bachelor
of Science undergraduate degree

of fortune 100 CISOs 7] )
graduate degree is MBA

U

of fortune 100 CISOs field
of study is MIS

of fortune 100 CISOs are best known
for Information Security and Cyber Security

807% of fortune 100 CISOs have held their
current position for less than 5 years

Reporting structure

23% Board
of directions

7% Chief
privacy officer

1% Other

417 CED 28% CI0
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