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together to automate and manage various industrial processes. For example, ICS can include distributed
control systems, process control systems which include supervisory control and data acquisition systems,
and safety instrumented systems.

+' A distributed control system (DCS) is the term for ICS responsible for managing processes across
a facility. This centralized processing system controls processing nodes distributed around

the facility, each performing specific tasks.

<A process control system (PCS) is the term for ICS responsible for continuously monitoring
and managing production line operations with manual interactions and interventions.

*)Supervisory control and data acquisition system (SCADA) is a remote access process control
system responsible for monitoring and controlling remote operations.

<A safety Instrumented System (SIS) is a dedicated safety monitoring system designed to
independently monitor ICS operations and impose safe states in the event of a safety-related incident.

For developed nations, ICS are central to the operation of critical national infrastructure. However, such ICS
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solutions and open technologies. Non-proprietary systems such as Microsoft operating systems are also
increasingly being used for both control processing and user interfaces. These solutions enable connectivity
and information exchange with other systems, including external corporate and third-party networks. ICS are
thus increasingly merging with IT networks and systems.

While this paper focuses on ICS, the security guidance is equally applicable to other types of networked
control systems, including:

) Advanced Metering Infrastructure

1 Building Automation Systems

+1 Building Management Control Systems

+) Closed-Circuit Television (CCTV) Surveillance Systems
<) Digital Signage Systems

+) Digital Video Management Systems

+) Electronic Security Systems

<) Emergency Management Systems

' Energy Management Systems

) Fire Alarm and Suppression Systems

*JIntrusion Detection Systems

Laboratory Information Management Systems (LIMS)
«'Laboratory Instrument Control Systems

+JLighting Control Systems

+) Physical Access Control Systems

<1 Smoke and Purge Systems

- Vertical Transport System (Elevators and Escalators)

The evolution of ICS is being hastened with the adoption of the Industry 4.0 philosophy. This seeks to improve
production flexibility and efficiency by leveraging automation, computerization, real-time monitoring, and
interconnectivity. Unfortunately, this increased connectivity and use of non-proprietary systems have exposed
ICS to the same cyber threats as conventional information systems. The issue is that traditional air-gapped
ICS solutions have not needed to have been designed to be secure, so security controls are immature or, in
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(») Level 0 represents the physical process managed by the ICS.

(sLevel 1 represents the physical process's intelligent monitoring and control components,
including sensors, instrumentation, switches, actuators, and loT devices. Network
communications are typically proprietary solutions.

(s'Level 2 represents the supervisory control systems,including PLC, DCS, PCS, and SCADA,
as well as the human-machine interfaces (HMI) and remote access devices. Network
communications typically use Modbus or other standard ICS protocols.

(siLevel 3 represents the operational management systems that control and monitor production
processes, including batch management and performance monitoring. Such systems include
manufacturing operations management systems (MOMS) and manufacturing execution
systems (MES). In addition, this level includes record-keeping systems such as data
warehousing or database solutions. Network communications typically use dedicated network
infrastructure based on standard communications protocols.

(o) Level 3.5 represents the ICS demilitarized zone (DMZ) that includes network security controls
such as firewalls, switches, and proxies that separate the ICS from the organization's
information processing systems. This layer is essential where bi-directional information flows
exist between the ICS and the broader business systems.

(s Level 4 represents the business's IT systems for production management functions, including
logistics and supply chain management, and includes servers for applications, databases,
and file management.

(' Level 5 represents the corporate network encompassing all business IT systems, including

production management and other functions such as sales, marketing, accounting, finance,
and human resources.
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A SCADA system comprises four subsystems:

(«} A data communications subsystem manages data transfer between the sensing and controlling
devices and the central processing hub via a local network.

=1 A data acquisition subsystem retrieves real-time data from all the connected sensing devices.

=) A monitoring subsystem analyses the retrieved data and presents it to the operator through the
HMI.

+) A control subsystem generates commands for controlling devices based on automated outputs
from the monitoring subsystem and manual inputs from the operator via the HMI.

A SCADA system can also include functionality for managing scheduled and predictive maintenance,
fault management, and performance monitoring.

SCADA systems are designed to be reliable and robust with simple operation and maintenance, but they
are not secure by design. This was not an issue with standalone systems air-gapped from other networks.
However, a move from proprietary technologies to more standardized and open solutions coupled with
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ICS IS THE SAME AS IT

ICS are not the same as traditional information technology systems; they have characteristics that affect
their applicable threats and vulnerabilities that need to be considered in assessing their cyber security.

-1 System functionality focuses on command and control functions with data acquisition and
processing operations rather than information management and messaging.

«!Operating constraints focus on maintaining process operations with restrictive availability
and downtime constraints. Unfortunately, this always-on approach can be at odds with security
solutions that look to isolate systems in response to incidents.

+' System operation is deterministic, with actions based on information content rather than context
and focusing on system control.

1 System architecture is more rigid, with lower rates of change, longer equipment life, and fewer
gateways. This low entropy offers fewer targets for an attack but means vulnerabilities have
a longer window of opportunity for exploitation.

< The physical environment typically has higher temperatures, vibration, particulate, and
electromagnetic interference levels than the controlled environment found in computer rooms
requiring more robust construction and enclosures.

' Component Lifecycle is typically significantly longer than standard computer components due
to higher capital investment, lower innovation rates, and the adverse impact of upgrade
processes on system availability. This creates issues with component obsolescence
impacting maintainability.

' Component Complexity is typically significantly higher with less emphasis on modular systems

with line replaceable units seen in computer systems and more use of monolithic construction
techniques.

SCADA |S THE SAME AS ICS
The term supervisory control and data acquisition systems (SCADA) is often incorrectly used when

referring to an ICS. A SCADA can often be mistakenly thought of as the whole ICS. SCADA is a process control
system (PCS) that can be part of an ICS, but an ICS does not necessarily include a SCADA element.
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<A USB flash drive infected with malware, when connected to an insecure office or personal
computer, is subsequently connected to ICS equipment.

<A portable computer with internet connectivity is connected to the ICS network to perform
a maintenance activity.

Best practices to countermeasure against malware infection via physical connectivity should
include the enforcement of strict security policies for the use of removable media or portable
computers, including:

*)Physical prevention of device connection on equipment where the use of removable media or
portable computers is not necessary by disabling hardware.

+)Physical prevention of device connection on equipment to unauthorized personnel by installing
security locks.
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Restricting use to only authorized removable media devices or portable computers issued and
managed by the organization.

Enforcing malware scanning of all removable media and computing devices whenever connected
to any equipment or network access point before logical access is enabled.

MALWARE INFECTION VIA NETWORK CONNECTIVITY

Networks of all types and applications with Internet and Intranet connectivity typically use standard

Attackers can then use their unauthorized access to networks by uploading malware to attack the
infected systems or propagate their attack toward a more valuable target.

Typical threat scenarios include:

) The exploitation of a known vulnerability that has not been mitigated by security controls such

as patching or configuration changes.

+) The exploitation of an unknown vulnerability using a so-called zero-day exploit that security

controls cannot detect through technigues such as intrusion detection, behavioral analysis,
or deception techniques.

<) The exploitation of coding weaknesses in Internet-facing applications, such as cross-site

scripting or injection attack techniques.

+ The exploitation of weaknesses in access control and authentication processes to impersonate

or steal the credentials of a legitimate user.

*1The exploitation of any unrecognized network connectivity invisible to boundary security

controls, such as undocumented service links using mobile telecommunications connectivity
in industrial equipment.

Best practices to countermeasure against malware infection via network connectivity should include:

Robust boundary security controls to limit authorized access.

Intelligent security monitoring solutions capable of detecting unusual or suspicious behavior
within a network.

Segregation of networks with different criticalities and functionality using robust security controls
to limit lateral movement.

A patching policy that can minimize the window of opportunity for exploitation of known
vulnerabilities within the constraints of system availability.

+) Security hardening and monitoring of all network-connected equipment.

Imntrix.com



LIMNTRIX

BE THE HUN OT THE PREY

* Logical isolation of equipment that cannot be adequately secured, such as unsupported
legacy equipment or unpatched devices.

INTRUSION VIA REMOTE ACCESS

or misconfiguration.
Typical threat scenarios include:
< Direct attacks on a maintenance access point to gain unauthorized access.

«) Attacks on third-party service providers to gain access to the ICS using stolen credentials or
malware-compromised devices

+)Unauthorized access to maintenance access points using stolen devices

Best practices to countermeasure against intrusion via remote access connectivity should include:
*) Enforcement of robust access control policies for remote access with comprehensive auditing.
+) Strong security controls to limit authorized access.
-1 Secure authentication processes for remote access.
+) Segregation of ICS to restrict remote access to specific components for each access point.
«) Secure encryption of all data in transit over remote access connections.

SOCIAL ENGINEERING AND PHISHING

Social engineering techniques are typically used to gain unauthorized access to systems using

Imntrix.com



LI 2o

OT THE PREY
Typical threat scenarios include:

<) An attacker sends phishing e-mails to all employees of an organization designed to persuade
recipients to reveal their passwords.

< An attacker sends a spear-phishing e-mail to a targeted recipient designed to persuade the
recipient to reveal specific sensitive information.

< An attacker sends untargeted phishing e-mails designed to convince recipients to open an
attachment containing malware.

< An attacker gains physical access to equipment by impersonating a user or third-party service
provider.

Best practices to countermeasure against social engineering attacks should include:
«' Technical controls to detect and block suspicious communications.
) Robust access controls with comprehensive auditing.

*1 Security training and awareness programs.

TECHNICAL AND HUMAN ERROR
The nature of ICS means that equipment failures can have a significant consequence on business
operations. For example, a malfunction that halts a critical production line can cause financial or reputation
damage if not quickly remedied. Failures can be due to technical failures or human errors that result in
misconfiguration or unintentional operations.
Typical threat scenarios include:
*JIncorrect configuration of equipment results in erroneous operations.

*)Incorrect configuration of equipment creates a vulnerability that an attacker can exploit.

<1Accidental release of sensitive information that can be invaluable to an attacker, such as
access credentials or configuration settings.

Best practices to countermeasure technical and human error should include:

) Robust maintenance and processes that support the rollback of configuration changes in the
event of a subsequent failure.

) Automated system monitoring and auditing to detect equipment misconfiguration.

) Release of sensitive information on a need-to-know basis with processes for changing access
credentials in the event of known or suspected disclosure to unauthorized parties.

*) Security training and awareness programs.
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such as physical threats or blackmail. Insider attacks are mainly an issue when a user's employment is
terminated, but their system access credentials remain active, allowing revenge acts of theft or sabotage.

Intentional insider attacks may also be unintentional on the attacker’s part. For example, social engineering
techniques can effectively persuade a user to unknowingly perform a harmful action in the belief that
they are following a colleague’s or superior's instructions.

Typical threat scenarios include:

*J Installation of malware.

«)Incorrect configuration of equipment creates an exploitable vulnerability.

<) Theft of sensitive information that can be used by an external attacker, such as access
credentials or configuration settings.

Best practices to countermeasure technical and human error should include:
+) Automated system monitoring and auditing to detect abnormal user behavior.

*)Release of sensitive information on a need-to-know basis with processes for changing access
credentials in the event of known or suspected disclosure to unauthorized parties.

*) Processes for revoking access credentials for users immediately once access is not required.

DOS ATTACKS

Denial of service (DoS) attacks disrupt networks by overloading transmission capacity with rogue
messages. In a typical attack, internet-facing applications send high volumes of queries that consume
all available processing resources. This leaves the affected system unable to respond to legitimate queries.
Blocking a single source of malicious messages is relatively simple, so a typical attack will utilize a large
number of different message sources in a coordinated attack in what is termed a distributed denial
of service (DDoS).

Typical threat scenarios include:

+/DDoS attacks on internet-connected applications using rentable botnets compromise the
availability of those applications and disrupt business operations.

+'DoS attacks on networked ICS components are designed to cause that component to
cease function.

<1DoS attacks on externally accessible networks, such are wireless networks, to prevent
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Best practices to countermeasure against denial-of-service attacks should include:

Robust security hardening and configuration of network access points.
Third-party DDoS protection solutions.
Use of dedicated cabled networks with robust physical and logical protection for critical processes

Redundancy of critical communications using diverse technologies to prevent common mode
vulnerabilities.

ICS WEAKNESSES AND VULNERABILITIES

Assessments undertaken by US Government Departments have identified the most common weaknesses
and vulnerabilities in ICS and constituent components as follows:

SYSTEM VULNERABILITIES:

) The inadequate or missing security documentation.

*)Inadequate software configuration management causes vulnerability to unpatched third-party

applications or disabled security controls, or weak backup and restoration ability.

-1 System reliance on unsupported legacy systems or outdated devices that cannot be secured.

*)Inadequate credentials policies, including a lack of separation of duties across critical functions

or failure to terminate remote access sessions.

) Inadequate credentials management causes vulnerability to unprotected plaintext credentials

in transit or storage, the use of hard-coded credentials, or ineffective credential policies,
including default access credentials and weak passwords.

+) Inadequate testing environment

) Network design weaknesses include lack of network segmentation, including control networks

used for non-control traffic or control network services outside the control network, defined
security perimeter, functional demilitarized zones or incorrectly configured firewalls or network
devices, or poor port security on network equipment causing vulnerability to network attack
vectors and lateral movement.

Inadequate audit and accountability functions from insufficient logging, poor practices, lack of
security assessments or audits, and weak enforcement of remote access policies cause
vulnerability to undetectable attack vectors and inadequate methods of monitoring control
network events.

Insufficient disaster recovery preparation due to inadequate disaster recovery policies or
directives or a lack of understanding of disaster recovery techniques.

Inadequate ICS-specific security awareness training programs.
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DEVICE VULNERABILITIES:

< Improper input validation causes vulnerability to buffer overview, command injection,
cross-site scripting, and path traversal.

) Improper access controls, including incorrect default permissions and the use of insecure
services in conventional IT systems, cause vulnerability to unauthorized access.

I Improper authentication, including missing authentication for critical functions, a lack of
restrictions for excessive authentication requests, a lack of lockout for failed attempts, and use
of client-side authentication, causing vulnerability to man-in-the-middle attacks.

) Insufficient data authenticity verification causes vulnerability from missing download
integrity checks or cross-site request forgery.

«1Poor coding practices cause vulnerability to NULL pointer dereferencing or information
leakage from debug functions.

-1 Poor cryptographic implementation, including the use of broken or weak algorithms, causes
vulnerability to information leakage.

) Weak controls for removable media management and connection
MODBUS COMMUNICATIONS VULNERABILITIES:

) Modbus diagnostic commands allow attackers to scan ICS for Modbus-connected devices and
extract useful information.

- Modbus messages are transmitted as plain text, allowing an attacker to intercept communications.

<’ Modbus messages have no authentication checks within the communications protocol to
protect against an attacker creating messages.

<’ Modbus messages have no integrity checks within the communications protocol to protect
against an attacker modifying a message.

<) The Modbus protocol contains inherent vulnerabilities that enable attackers to create a buffer
overflow condition or perform a denial of service attack.

INDUSTRIAL CONTROL ASSESSMENT

The first step in identifying weaknesses and vulnerabilities in an ICS is conducting an industrial controls
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The ideal ICS assessment will include a combination of ICS staff interviews with a functional network
assessment using virtual sensors deployed within the client network. Additionally, OT protocol coverage
combined with Passive, Active, and AppDB scanning capabilities will deliver complete OT visibility and
asset management controls.

The approach should include the following services as a minimum:

<) OT asset and protocol visibility and assessment

) Review of the existing architecture diagrams, dataflow, and designs
' Network segmentation and visibility review

«) Process visibility and assessment

+) Security device configuration review

*) Threat detection by tapping into the production ICS network

< Vulnerability assessment

) Review any existing security standards for hardware and software deployment
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Other key points from our research were:
() Around 76% of disclosed ICS vulnerabilities did not require authentication for exploitation.
+) Around 72% of disclosed ICS vulnerabilities were remotely exploitable.
«)Around 47% of disclosed ICS vulnerabilities affected Levels 1 and 2 of the Purdue Model.

Our research found that critical manufacturing, energy, water and wastewater, and commercial facilities
were the sectors reporting the most ICS vulnerabilities:

Reported Vulnerabilities
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Hostile Threats
1 Ad hoc or established groups
+) Competitors
+1Criminal Organizations
) Customers
«JIndividual Hackers
*JInsiders
+)Nation-States
I Suppliers
*) Trusted or Privileged Insiders

Accidental Threats
«) Trusted or Privileged Users
*1Users

Structural Threats
<) Communications Devices
+1 Control Devices
) Environmental Control Equipment
< IT Equipment
) Networks
+1 Operating Systems
«/Power Supplies
*)Processing Devices
«!Sensing Devices
+) Software Applications
«) Storage Devices
) User Interfaces

Environmental Threats
« Earthquake
*) Explosion
I Fire
+Flood
«) Contamination
*) Storm/Hurricane/Typhoon
«) Terrorism
«) Utility Supply Failure
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Figure 5 - Threat Actor Attack Phases
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ICS SECURITY CONTROLS

The National Institute of Standards and Technology (NIST) provides guidance for recommended security
controls. These controls are organized into 18 security-related categories:

) Access Controls manage the process of granting or denying specific requests for obtaining
and using information, services, or physical access to areas within the ICS environment.
Role-based access controls are particularly applicable for managing access in an ICS
environment when supported with robust authorization mechanisms to manage the process.

- Awareness and Training policies and procedures ensure ICS users are given the required
security training appropriate to their role. This security awareness and training should include
ICS-specific information for ICS equipment and applications.

< Audit and Account ability processes manage the independent review and examination of
records and activities to monitor the adequacy of system controls and establish compliance
with applicable policies, procedures, regulations, and legislation. Processes should include
identifying deficiencies and areas for improvement with tracking and reporting corrective
actions with documented change impact analysis and authorization records.

) Security Assessment and Authorization processes provide assurance that security controls
are implemented correctly, operating as intended, and producing the desired outcome. Ideally,
evidence will be through formal certification of controls to a recognized standard to
demonstrate control acceptability.

+) Configuration Management policies and procedures control all modifications to hardware,
firmware, software, and documentation to protect against improper or accidental modifications.
In addition, a formal change management program integrated into risk management processes
will minimize the risk of any changes causing undesirable effects or unintended consequences.

+» Contingency Planning policies and procedures ensure business operations are maintained to
an adequate level during system failures, emergencies, or disasters, and normal operations
can be restored within required timeframes. Plans should be subject to periodic review and
testing to ensure effectiveness.

- Identification and Authentication processes verify the identity of users, services, or devices
using credentials such as passwords, tokens, and biometrics as a prerequisite for granting
access to ICS resources. In addition, processes should ensure that default or hardcoded
credentials are removed from ICS components before incorporation into an operational
environment.

< Incident Response policies and procedures manage incident response training, testing,
handling, monitoring, reporting, and support services. Incident response procedures should
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) Maintenance policies and procedures manage all maintenance and diagnostic processes,
including access controls for tools and the authorization and management of remote connections.

- Media Protection policies and procedures ensure secure media handling, including access,
usage, labeling, transportation, storage, sanitization, and disposal. In addition, protections
should logically or physically prevent removable media from being connected to ICS
equipment unless explicitly authorized.

' Physical and Environmental Protection policies and procedures manage access control to
locations, facilities, and equipment. Also, environmental controls for conditioning (e.g.,
temperature, humidity) and emergency provisions (e.g., shutdown, power, lighting, fire protection)
should be protected.

<) Planning policies and procedures manage the development and maintenance of ICS security
planning through assessments, specifying and implementing security controls, assigning
security levels, and responding to incidents.

-) Personnel Security policies and procedures manage recruitment, screening, transfer, termination,
and disciplinary processes for all staff, including third-party personnel.

' Risk Assessment policies and procedures manage the process of identifying and managing
risks to operations, assets, and individuals. Assets include process and control information
within the ICS and flowing outside the ICS to corporate networks and third-party connections.

) System and Services Acquisition policies and procedures manage the allocation of resources
for ICS security throughout the operational life cycle based on risk assessment results. Where
ICS elements are outsourced, this includes contractual management of organizational security.

- System and Communications Protection controls protect ICS network data transmission
components. However, it's essential to recognize that encryption techniques may introduce
communications latency within the ICS environment from the message encrypt, decrypt, and
authenticate process and create key management issues.

-1 System and Information Integrity policies and procedures maintain the system and information
integrity to ensure that sensitive data cannot be modified or deleted in an unauthorized and
undetected manner. Typical ICS controls include malware and intrusion detection solutions.

- Program Management policies and procedures manage the organizational level security
program, including ICS security planning.
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RISK ANALYSIS
AND PREVENTION

OVERVIEW

Risk analysis should systematically analyze and evaluate functional and security-specific ICS resources
to identify and prioritize credible threats and mitigate these using technical and organizational

countermeasures.
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IT CONTINUITY
SECURITY RISK PLAMMING
MANAGEMENT

ICS ICS
DISASTER
SECURITY RISK SAFETY RISK RECOVERY
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Risk Assessment Preparation

4

Risk Assessment Requirements

4

Operational Requirements and Objectives Security Requirements and Objectives

Operational Risk Assessment Process Security Risk Assessment Process

4

Assess and Analyze Failure Modes Assess Threats and Vulnerabilities

4 4

Evaluate Operational Risks Evaluate Security Risks

4 4

Determine Operational Risk Treatment Identify Security Risk Treatment

4

Conflict Resolution

Consolidated Risk Treatment Application
", Continuous
Risk Treatment Verification and Acceptance monitoring
‘ and review

Process
System Evaluation and Risk Acceptance
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+ Accidental or unintentional user actions

+)Denial of service attacks

*) Direct external hacking attacks

) Environmental damage, including fire and flooding
*)Insider attacks

) Malware, including ransomware, viruses, and worms
+)Password cracking attacks

+/ Physical attacks, including theft and vandalism
*)Social engineering attacks

1 Technical failure

*) Theft of physical access controls, including tokens and badges
+) Third-party connectivity external hacking attacks

Threats will materialize into security risks through the presence of vulnerabilities and weaknesses in the
ICS. As an example, these can include:

1 Default accounts and passwords
'Inadequate access controls

*)Inadequate security awareness or training
*JInsecure network connections

+)Poor configuration management

+) Poor logical security

1 Poor malware protection

' Poor network segregation

+1Poor physical security

) Security policy and procedural deficiencies
) Unpatched firmware/software

< Unpatched hardware

< Unsupported firmware/software

< Unsupported hardware

1 Weak authentication controls

< Weak encryption

< Weak network protocol security
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Risks can be managed through several options, risks can be reduced through the application of controls, or
risks can be transferred onto another party, such as taking out an insurance policy, or risks can be accepted.

The organization may choose to accept without treatment those risks assessed as being within the risk
appetite of the organization. Where controls are required to reduce risks to an acceptable level, diverse
options are available:

(s} Preventative controls will reduce the frequency or impact of a risk to lower the risk level by
preventing the exploitation of a vulnerability

(+) Deterrent controls lessen the frequency of attacks on a vulnerability by discouraging threat
actors where a known vulnerability cannot be removed

s Compensating controls provide additional strength in depth protection where an existing
security control has itself an inherent vulnerability that cannot be resolved

(+) Corrective controls lessen the impact of attacks by improving post-incident recovery capabilities

+) Detective controls provide alerting of attacks for use in conjunction with response and recovery
capabilities

rerity /Likelihood Negligible Minor Moderate Severe Catastrophic

Highly Likely Medium

Likl’:ﬂ':f' LOW Medium

Pe 2 Low Medium

Unlikely _. Low Low Medium Medium

Highly Unlikely Low La-w Medium

Table 2 - Risk Matrix
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HETWORK INFORMATION

ASSETS

PRODUCTION PERSONMEL INFRASTRUCTURE

AFFECTED

ITEMS / SEVERITY

NEGLIGIBLE

MODERATE

SEVERE

CATASTROPHIC

Imntrix.com

Loss of
production
less than one
haur

Loss of
production
for less than
one day

Loss of
production
for less than
ane week

Loss of
production
for less than
one month

FPermanent
loss of
production

Mo
injuries

Minor
injury

Multiple
minor injuries

One or more
significant
Injuries

Loss
of Life

No damage
to facilities
or equipment

Minar

damage to
facilities or
equipment

Moderate

damage to
facilities or
equipment

Severe

damage to
facilities or
equipment

Destruction
of facilities
or equipment

Table 3 - Risk Severity Categories

No
network loss

Minor
impact on
network ClA

Moderate
impact on
network ClA

Severe
impact on
network ClA

Unrecoverable
loss of
network ClA

Mo
information
loss

Minimal

loss or
disclosure of
information

Significant
loss or
disclosure of
information

Recoverable
loss of
sensitive
infarmation

Unrecoverable
loss of
sensitive
information
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Likelihood Quantitative Rates Qualitative Guide

Highly Likely Once each operating hour At least once per day

Less than 1 in 100 operating hours Less than once per week
Less than 1 in 1,000 operating hours Less than once per month

Less than 1 in 100,000 operating hours Less than once per year

Less than 1 in 1,000,000 operating hours = Less than once per decade

Risk Level Risk Treatment Prioritization

Risk requires immediate attention to resolve including continuous monitoring and reporting of
treatment status until the risk is reduced to an acceptable level.

. Risk must be managed as a matter of urgency subject to resource constraints, including regular
High monitoringand reporting of treatrment status until the risk is reduced to an acceptable level.

Risk should be reduced to an acceptable level unless a cost-benefit analysis justifies risk
Medium acceptance. The decision-making process must be formally documented and periodically
reviewed to ensure the argument for the risk acceptance remains valid.

| Risk within corporate risk appetite requiring no treatmentbut must be periodically monitored to
ensure no increase in risk level

Risk does not require treatment but should be periodically monitored to ensure no change to
the risk level
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ICS security understanding comes from gathering knowledge about the ICS operating environment and the
credible threats it currently faces and can be expected to face in the future. Novel and emerging threats,
plus discovering, and disclosing new vulnerabilities, pose the most significant challenge for ICS security
defenses.

Therefore, ICS security understanding can include the following activities:

< Risk assessment, including periodic reviews, network vulnerability assessments, testing, and
post-incident analysis

+» Policy management, including the definition of roles, responsibilities, and authorizations
+) Threat intelligence assessments to gain insights into emerging threats

ICS security action represents the deployment of security controls to mitigate the risks from identified
threats to an acceptable level.

Security controls cover tools and techniques to detect threats and recover from attacks, including the
following types of controls:

+)Boundary protection solutions, including firewalls, malware scanning, content filtering, and
intrusion prevention and detection services

«'Network security monitoring solutions for intrusion detection including network forensic
(packet capture) and NDR solutions
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- End-point security solutions, including behavioral analysis and malware scanning
) Deception solutions as a post breach strategy and for the detection of lateral movement
ICS security monitoring covers the management of security controls to ensure they remain effective in the

event of changes to the ICS environment, the threat landscape, business operations, and corporate risk
appetite.
ICS security monitoring can include the following activities:

) Policy compliance, including compliance assessment and corporate governance

- Patch management for vulnerability removal cognizant of operational availability constraints

+)Backup and disaster recovery processes for business continuity and incident recovery

-'Managed detection and response services for round-the-clock real-time monitoring,
alert management, investigation, containment and recovery practices

DETECTION

The Detection step is your backup plan. Detection entails monitoring of your ICS internal network and

Imntrix.com
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The following best practices address common deficiencies observed in ICS environments.
SECURITY ORGANIZATION
Details of organization structure and resourcing necessary to manage ICS security, including:

- Definition of security roles with responsibility and accountability for the security of ICS
+)Corporate management role

-)Governance for security functions

<1 Adequate budgeting

+1Change management and configuration control

-1 Staff awareness and business culture

An ICS cybersecurity program should be built on a compelling business case for the organization's unique
needs. The business case should capture the business concerns of senior management and provide the
business impact and financial justification for creating an integrated security program.

The organizational security plan should define the policy and procedures required to implement security
controls, consistent with applicable laws, directives, legislation, regulations, standards, and guidance.

The security plan must contain sufficient information to enable an unambiguously compliant
implementation with the plan's intent and a subsequent determination of risk to organizational operations,
assets, individuals, and other affected parties.

DOCUMENTATION SET
List of minimum documentation set required to support the safety organization, including:

+)Security policies, processes, and procedures
<)Risk and vulnerability analysis

</ Physical and logical network diagrams

' Network management

*'Network and device configuration records

) Access management records
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No single cyber security countermeasure provides absolute protection, particularly against novel threats
and vulnerabilities, including zero-day exploits. Reducing risks requires implementing multiple
organizational, protective, and detection and response countermeasures to eliminate, where possible,
any single points of failure.

+ Organizational Countermeasures include Governance, Risk Management, Asset Management,
Supply Chain Management, Policy and Procedures, Competence, and Awareness.

+ Protective Countermeasures include Identity and Access Control, Data Security, System Security,
and Resilience.

+ Detection and Response Countermeasures include Security monitoring and incident response.
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(+J|EC 62443 Security for industrial automation and control systems

(<JISO/IEC 27000
(+1ISA-TR84.00.09-2013- Security Countermeasures Related to Safety Instrumented Systems

[+1ISA-TR99.00.01-2007, Security technologies for industrial automation and control systems

J1T baseline protection based on ISO 27001

+)VDI/VDE 2182 IT-security for industrial automation
*)National Institute of Standards and Technology (NIST) Special Publication 800-82 Guide to
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The LMNTRIX multi-vector and holistic architecture detects any threat to the SCADA application,
process, or network, providing granular visibility of SCADA traffic and facilitating attack forensics:

We monitor and record all SCADA activity out-of-band and independent of the ability of SCADA
devices to send logs

We baseline normal behavior and alert on deviations from the baseline to prevent undesired
network operations based on policy

With our integrated network and endpoint threat forensics, together with deceptions everywhere,
we reveal the entire sequence of an attack event

All security and events related to our architecture are centrally managed, providing a complete
view across your enterprise and control networks

< We support the industry's most extensive support of ICS/SCADA-specific protocols, including

BACNet, DNP3, IEC-60870-5-104, IEC 60870-6 (ICCP), IEC 61850, MMS, Modbus, OPC, Profinet,
S7 (Siemens) and many others

) We detect and prevent exploits of ICS vulnerabilities with SCADA 1DS signatures and on the endpoint

using exploit prevention using hardware-assisted control flow integrity (HA-CFI), closing the
window of exposure between vulnerable and patched systems.

*) We detect lateral movement using SCADA-specific deceptions

<) We recommend our software component (agent) be installed on all Corporate endpoints in

Prevention Mode. Software component (agent) installed on all PCN endpoints (Control/HMI
Servers) in Detection Mode only — Not prevention.

</t can be installed on any permitted device that supports Windows, Linux, Mac, and Solaris.

Recommended but not required on Control Servers and HMIs. It is not recommended on any other
PCS components.

Our network sensors can utilize a full range of threat detection capabilities, including deceptions,
IDS, anti-malware, and sandboxing to detect inbound threats to SCADA networks
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promotion of security to be an integral part of agile development through DevSecOps (development, security,
operations) processes seek to enhance the security of the deployed solution further.

Now there is a move to incorporate these processes into ICS applications and equipment development as
ICS development mirrors IT processes to leverage the competitive and financial benefits these bring.
Increasing levels of integration and information exchange between ICS and IT systems support this
convergence.

+)Cloud-native IT development tools, including APl technology, are being adopted for ICS application
development processes. This technology, including virtual commissioning techniques, allows
developers to assess security robustness as part of the development process, promoting a
secure-by-design culture with the development team.

<ICS application development incorporates the use of mainstream programming languages and
solutions in place of traditional bespoke development environments. One benefit is this trend
will see greater adoption of conventional IT development metric-based quality assessment
processes. This also opens ICS application development to a wider pool of experienced resources,
improving code guality and boosting maintainability.

<IT and OT companies are collaborating on integrated solutions to boost the productivity of
resource-constrained loT devices. These solutions implement secure connectivity for device
management. This trend creates opportunities for hardening 1oT devices through connection
security controls.

The benefit of better-implemented security controls at the application and equipment level is that fewer
resources are required for security management of endpoint breach detection, and effort can be better
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readiness rating. The result provides an assessment of your protection against the most common and critical ICS
threats.

Please note that this questionnaire does not replace the need for a comprehensive security risk assessment,
and the results should be used simply as guidance for the best route to achieving secure systems,

+)Score 0 to 49 - Based on your answers, your ICS does not appear to have adequate security controls and
is vulnerable to disruption from the broad range of threats currently targeting ICS. You should, as a matter
of urgency, initiate a comprehensive security risk assessment to identify all credible threats to your
systems and identify the appropriate security controls to manage these risks.

<1 Score 50 to 89 — Based on your answers, your ICS has some security controls in place but remains
vulnerable to disruption from unmanaged threats. You should pricritize completing a comprehensive
security risk assessment to identify those risks to your systems that are not currently adequately

managed and identify any additional security controls required to manage these risks.

-»Score 90 to 100 — Based on your answers, your ICS has comprehensive security controls in place for the
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