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EXECUTIVE SUMMARY

Network Detection and Response has evolved from network traffic analysis techniques to deliver total
network coverage for security solutions. This technology category closes the gap in visibility that traditional
network security solutions offer where they offer minimal visibility of attacks once the threat or attacker has
breached these outer controls based on perimeter defenses such as firewalls coupled with intrusion protection
systems, email and web security solutions. The sophistication of persistent network threats means that the
traditional approach is no longer practical.

On-premises and remote, cloud and hybrid cloud, physical and virtual, the complexity of network infrastructure
are increasing. Networks are also leveraging encryption techniques to protect internal messaging, making
monitoring more challenging. The increased threat levels and sophistication add to this additional complexity,
making them harder to secure. These factors are coupled with diversification in endpoints to include a broader
range of connected equipment, including operational and manufacturing technology and internet-of-things
devices. These factors create more complex network traffic for attackers to expleit for information gathering and
hiding their presence.

Monitoring network logs and endpoint data does not provide a complete picture of network activity.
A comprehensive network security solution will require access to all network traffic, open or encrypted, for all
endpoint devices. Monitoring must also extend beyond looking for known threats, malicious code signatures, or
sequences of commands known to indicate an attack. Instead, security needs to intelligently maonitor traffic to
identify unusual events or abnormal behavior that can mean a novel attack is in progress, It must also do this
quickly enough to contain and respond to an attack before real damage occurs.

This challenging operating environment is where network detection and response fits into an integrated
security solution. It provides complete visibility of all network traffic to all endpoints, analyzing behavior to spot
the unusual in vast volumes of regular traffic. Alongside endpoint detection and response and security log
analysis techniques, this provides comprehensive end-to-end security across an organization's entire
infrastructure, regardless of technology, location, complexity, and scale.

A cloud-delivered Network Detection and Response (NDR) platform is the evolution of effective IT security.
It reliably detects threats and sophisticated attacks, retains full-packet forensics for as long as necessary, and
enables integrated response. Cloud-delivered Network Detection and Response (MDR) consolidates multiple
security point products into a single platform that deploys rapidly. It provides continuous threat visibility as
organizations move worklpads from on-premises to the cloud or expand into other environments such as
industrial networks. Network Detection and Response (MDR) also increases the efficiency of security teams to
allow them to mitigate any impact of attacks rapidly.

As an added benefit, the network detection and response approach fits seamlessly with the zero-trust
philosophy that is gaining traction for organizations looking for a step-change enhancement of their security
posture. It not only delivers network security controls but also provides continuous validation of the zero-trust
implementation.
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AN OVERVIEW OF
NETWORKDETECTION AND RESPONSE

INTRODUCTION

Traditional security solutions have focused on protecting boundaries and endpoints, concentrating controls
around the perimeter of systems and in connected devices. Unfortunately, this approach has allowed attackers
to bypass the perimeter controls to loiter within networks undetected. By avoiding triggering endpoint agents,
they can take their time explonng systems looking for ways to increase access and find information of value.

Metworl Detection and Response (MDR) is a valuable component of integrated secunty solutions. They
provide your security team with wisibility of activities inside networks where traditional security products such as
Endpoint Detection and Response (EDR) and Security Information and Event Management (SIEM) cannot see,

PERIMETER SECURITY

NETWORK SECURITY

ENDPOINT SECURITY

APPLICATION
SECURITY

DATA
SECURITY

Figure 1 - How Network Security Fits In

MNDR solutions build on network traffic analysis (NTA) and Network Analysis and Visibility (NAV) services that
provide internal visibility and threat detection while offering intelligent response and enhanced investigation
capabilities. This response capability is the critical differentiator for this technology solution. Monitoring and
analyzing network data provide threat detection. However, traditionally network analysis throws up too many
false-positive results, allowing genuine threats the chance to remain hidden in the noise. The automated
response capabilities of NDR solutions analyze the detected threats to eliminate these false positives to enable
focus on actual threats.
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The network provides an incorruptible source of truth about how attackers breach defenses and what has
been impacted. Previously, only organizations with large budgets could purchase the software and hardware
needed to record and retain network traffic. However, those legacy products captured traffic from on-premises
environments only, and complex deployments limited the rollout to a few network segments, Cloud-delivered
Network Detection and Response levels the playing field by making what was once a luxury enterprise-wide
packet capture retained for long time periods — available to all organizations. It does not need any specialized
hardware and can be rapidly deployed in any segment of the modern network-enterprise, cloud, or industrial. The
ability to capture traffic from any network is of tremendous importance, given that more and more business
workloads are running on infrastructure that is not owned by the organization. By being able to record traffic
from any network, this approach provides security teams with what they need most: visibility. Visibility is the key
for detection, forensics, containment, and verification of threats.

WHAT IS NETWORK DETECTION AND RESPONSE?

NDR solutions implement network traffic analysis using non-signature-based behavioral monitaring
techniques to detect unusual or suspicious traffic. Intelligent analytical techniques built around machine
learning continuously analyze raw network traffic to compare with reference models of normal behavior. This
includes analyzing encrypted content to identify any attempt by an attacker to conceal their activities. Compared
to simple log analysis, this approach enables the detection of unusual data flows or message types that may be
associated with a sophisticated ongeing attack that has evaded perimeter controls and intrusion detection
solutions.

The critical advantage that an NDR solution brings to threat detection as part of an integrated security stack is
monitaring all communications within networks. Traditional boundary-based defenses focus on tracking the
north/south traffic that crosses perimeters. NDR solutions also analyze east/west communications within
internal networks. The NDR solution must have visibility at all points across internal networks through
strategically placed network sensors to be fully effective.

The second part of the NDR solution is the threat containment and response. Automated capabilities react to
detected threats in two ways. First, threat containment activities look to halt suspicious network traffic to restrict
and eradicate any ongeoing attack. Second, informaticn-gathering activities record comprehensive and
forensically acceptable evidence to support recovery and intelligence sharing.

Figure 2 - Visibility, Detection, Containment, and Response

Imntrix.com i 08
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It's a known fact that it's not a matter of if but when cybersecurity defenses will be breached.
Prevention-based network security approaches alone, which rely on the ability to control enterprise-owned
resources, are no longer sufficient. Organizations are looking for proactive detection and response. MNetwork
Detection and Response complements prevention—only security technologies such as Intrusion Detection
Systems (IDS) and Intrusion Detection and Prevention Systems (IDPS). It uses advanced methods (e.g., machine
learning, anomaly detection, correlation) to augment detections by other products. Full-fidelity forensics allows
security teams to actively threat hunt. When information about a new attack is announced, long—term forensics
also allow security teams to search back in time to see if that attack has ever impacted the organization.

DETECTION BENEFITS OF NDR

NDR solutions deliver significant benefits for detecting threats across the entire footprint of an organization’s
infrastructure. They can see abnormal behavior of services irrespective of where that service is hosted, including
microservices hosted on the cloud that typically may not be within the scope of security monitoring.

The moenitoring can cover encrypted and unencrypted network traffic, eliminating the ability for attackers to
hide their activities by hiding within encrypted data flows. This ability also allows the collection of comprehensive
traffic information for use in forensic investigation processes, incident analysis, and triage, along with
post-incident remediation.

They can detect abnormal behavior of endpoints or any other connected device without needing to deploy an
agent on the device. This extends detection capabilities across the entire network real-estate to include devices
that generally cannot support an agent, such as operational and manufacturing technology and
internet-of-things (loT) devices. To put this lack of loT coverage into context:

* By 2024 there will be over 83 Billion loT devices connections
* By 2025 over 150,000 loT devices will connect every minute
* By 2025 |loT devices will generate around 70 zettabytes (That's 10 to the power 21)

* By 2026 the loT device market will be worth more than $1 trillion

While most loT devices cannot support endpoint agents, less than 2% of their message traffic uses encryption,
and around 60% of organizations cannot identify insecure loT devices.

Traditional Intrusion Detection Systems (IDS) are employed to monitor networks to detect possible attacks.
More advanced Intrusion Detection and Prevention Systerns (IDPS) introduce functions for preventive actions to
contain attacks. NDR solutions incorporate automated response capabilities to supplement the monitoring and
prevention functions, providing a comprehensive end-to-end network defense solution.

Imntrix.com i 09
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This capability progression is analogous with Antivirus (AV) software employed to monitor endpoints to detect
possible attacks. More advanced Next-Generation Antivirus (NGAV) services introduce more comprehensive
threat detection. EDR solutions incorporate automated response capabilities to supplement the threat detection
functions, providing full-cycle endpoint defense.

NGAV EDR
ENDPOINT - 3 (A
Y]
. [ : ‘A
PREVENTION ----- - -~ » RESPONSE
'i_ EG
ﬂ'.-
NETWORK S c[o)= @
IDS IDPS NDR

Figure 3 - NDR and EDR Benefits

They can operate seamlessly across on-premises and cloud-based systems, being platform-agnostic and
infrastructure-independent.

MDR solutions can also be used for performance optimization by identifying misconfigured services or
misdirected traffic that unnecessarily consumes network bandwidth.

RESPONSE BENEFITS OF NDR

The critical benefit of integrating NDR into a security solution is the faster detection and response to advanced
persistent threats that have breached perimeter defenses. Without NDR, threat detection would typically coccur
when the attacker moves from a passive to an active attack posture. Passive lateral movement, privilege
escalation, information gathering, and data exfiltration will pass unnoticed for sophisticated attackers with the
skills to bypass secunty controls and keep activities hidden from routine scanning and logging. Detection is
possible if the attack moves to aggressive and noticeable tactics such as disabling a service, data deletion, or
ransomware deployment. If the attack remains passive, an organizations’ first indication of compromise is when
data stolen from its systems are observed on the dark web or used as part of a ransom.

Imntrix.com . -| O
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Figure 4 - The Attack Chain

Earlier detection of an attack will allow containment and response before the attacker has a chance to
compromise systems and exfiltrate sensitive information. The goal is to minimize the attacker's dwell time. This
is measured as the time from the initial systern compromise to when the threat is contained.

IMITIAL DETECTION TRIAGE
G ’ . ’ m ‘ m . m

Figure 5 - Threat Detection and Response Time

The temporal benefits of NDR solutions are:

e Detection time is significantly reduced by the capability of detecting abnormal behavior in network
traffic that would not be spotted by pattern matching techniques or scanning for known threat
signatures.

s Triage time is reduced by automated response functions eliminating false positive alerts, allowing the
security team to focus on genuine incidents.

e Response time is reduced by providing comprehensive reporting information that enables informed
decision-making for response actions and resourcing priorities.

s« Containment time is reduced by automated response functions that integrate with perimeter controls to
deny the attacker further access to networks.

e Remediation time is reduced thanks to comprehensive records of the attacker's actions giving the
recovery processes complete and accessible visibility of where remediation actions are required.
Additionally, this eliminates any requirements to deduce attacker actions based on potentially
compromised log files.

Imntrix.com -| -|
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HISTORY OF NDR

NDR is a very recent development in the cybersecurity field but has seen rapid growth as a service in its first
years.

Initially, network security focused on using perimeter firewalls and intrusion prevention systems to screen
traffic entering and leaving a network. However, this approach had the disadvantage that once a threat had
evaded this screening, it was free to operate unconstrained within networks. As a result, NTA techniques were
adopted to scan network traffic to look for known threats identified from recognizable patterns in the message
content.

The problem with pattern scanning is that it will only detect the threats it is programmed to seek. Novel threats

or threats that disguise themselves using encryption or other obfuscation techniques will evade
signature-based (or) pattern scanning.

o OO -

N
L=<

Figure 6 - NDR Pattern Scanning

NDR evolved from NTA technology to resolve the issues by using intelligent analysis techniques that look for
abnormal behavior. This approach requires a machine learning or alternate analytical-based process for the
NDR soclution to determine expected behavior patterns to use as a reference. The critical advantage is that this
technique does not rely on the threat being previously known. Instead, novel threats will be detected in precisely
the same manner as known threats.

NDR solutions obtain traffic information from a diverse range of sources. For example, existing firewalls,
intrusion detection systems, intrusion prevention systems, metadata, or other sources can be used as sources
of traffic and dedicated NDR sensors located around the network.

An effective NDR sclution will ensure comprehensive coverage of all network traffic across the entire network.
This includes both north/south and east/west traffic in physical and virtual environments. The aggregated
monitoring data can then be analytically processed, conscious of current threat intelligence information, to
perform threat identification.

Imntrix.com . -| 2
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THE ROLE OF NDR

NDR fills the gap in defenses that perimeter-based controls leave unprotected, namely the presence of
attackers on internal networks inside the shields. The two biggest perceived threats to organizations are those
avoiding boundary controls by stealing credentials or misusing authenticated access credentials.

Perceived Threat

Ranssmvare

Deraal of Service

halware

Unpatched Vidnerabilities
Criminal Organizations
Adhvanded Parsistent Threst

Ingicler Threat

Soaal Enginsenng Pheshing

10 20 0% Aty St &0

e
-

B Parceived Threat

Figure 7 - Biggest Perceived Threats

Traditional network monitoring and detection strategies rely on a rule-based approach supporting log data for
post-event analysis. Unfortunately, this has a severe weakness when dealing with novel and evolving threats
that the rules won't recognize as security risks. For example, external attackers breaching undetected perimeter
defenses or insider attacks with authorized access but malicious intent. NDR solutions combine rules-based
checks with intelligent behavioral analysis to identify threats within the perimeter. The use of encryption on
internal networks reduces the visibility of monitoring tocols without an effective out-of-band decryption
capability. NDR provides the ability to monitor all traffic and detect suspicious activity with full-fidelity packet
caplture.

The adoption of cloud-based solutions has created an often unrecognized need for NDR solutions.
Organizations are often unaware that the service provider is only responsible for securing the cloud
infrastructure under the Shared Responsibility Model for cloud security. The organization itself has responsibility
for the protection of its cloud-based systems and infrastructure. NDR provides the capability to secure services
and information within the cloud.

Imntrix.com . -| 3
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For post-incident analysis, an NDR solution can quickly generate a coherent and fully accessible dataset of
forensically acceptable evidence. Automated workflows can significantly reduce resource requirements and
speed up incident validation and triage processes. Detection information combined with real-time network data
provides valuable evidence for impact assessment and remediation strategies. Additionally, the detailed
information allows a comprehensive analysis of attacker actions, a capability not available with traditional log
files that are vulnerable to alteration or deletion as part of an ongoing attack.

NDR MARKET TRENDS

In recent SANS survey results, only 38% of respondents had high or very high confidence levels in their ability
to discover all the devices connecting to their networks. Furthermore, while around 52% of respondents believe
they have high wvisibility of north-south traffic passing through perimeter controls, not surprisingly, a mere 17%
thought they have the same east-west traffic visibility within their networks. This lack of internal visibility
emphasizes the need for NDR solutions.

Level of Visibility

W High EMedium  ELow W Unknown

by
£
B
15% 155
0 O

115%

0% l

i ¥ & § §

3

Lateral communication Ingress and egress

inside your environment {in and out)
(east-west trammc of your perimeter
inside the firewall) (north=south traffic)

Figure 8 - SANS Survey Results

Perimeter controls continue to develop, with next-generation firewalls offering advanced threat detection and
containment facilities and the capability for secure sockets layer (SSL) inspection. While these devices provide
integrated intrusion detection and prevention, they predominantly rely on pattern matching techniques to detect
known threats. This has created a market for NDR solutions that detect novel threats.

Imntrix.com . -| 4
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The focus on current NDR development is integration with other security controls to provide end-to-end
protection of the information processing environment.

Application of machine learning techniques to analyze network traffic, improving detection of
suspicious traffic that other security methods cannot see,

e Integration with firewalls will enable the automatic dropping of suspicious network traffic as a
containment strategy.

® |[ntegration with network access controls (MAC) and Endpoint Detection and Response (EDR)
solutions will emable automatic isolation of endpoints observed to be the source of unusual traffic
patterns.

e Capabilities to decrypt, analyze, and, where necessary, terminate TLS traffic.

® [ntegration with Security Operations Automation Response (SOAR) solutions will enable automatic
response actions using appropriate playbooks.

The potential importance of NDR solutions can be seen in a survey of the top areas of threat detection that
organizations prioritize. All the following pricrities can be addressed by implementing an NDR solution:

Imyprowe datection of dvanged thraxs

Increase st omation of remedistion tashs
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Figure 9 - NDR Solving SOC Priorities

Imntrix.com . -| 5



LIMNTRIX

BEE THE HUNTER | MNOT THE PREY

While the NDR market is still nascent / evolving, it has become crowded with vendors providing network
analytical monitoring. However, not all offer comprehensive network coverage, intelligent behavioral tracking, and
integrated automated response solutions. Therefore, when choosing an NDR solution, the service must
include:

+ An analysis of raw network packet traffic or traffic flows in real-time or near real-time
« The monitoring and analyzing both north/south network traffic as it crosses perimeters and
internal east/west network traffic

* The modeling of regular network traffic to detect and report abnormal traffic

« The use of behavioral, heuristic, and signature-based techniques to detect abnormal network traffic

* The minimization of false-positive security incident alerting

* Automatic response capabilities for validated security incidents

* A standalone solution that does not mandate any prerequisite security products or technologies to operate

= The provision of a forensic facility in addition to detection and response services

TERMINOLOGY

East-West Traffic refers to data packets transmitted between two or more endpoints within a network.

North-South Traffic refers to data packets that pass across the boundary of a network, transmitted between any
external sources to one or more endpoints within a network.

Data packets are the electronic packages of information sent over a network in a format determined by the
transmission protocols used by the network.

Endpoint Detection and Response (EDR) refers to security solutions that monitor and protect
network-connected equipment. A software agent deployed on each endpoint records all activity on the endpoint for
analysis. The analysis can be performed on the endpoint by the agent. Alternatively, data is transferred to a central
or cloud location for analysis. The assessment inspects the data to detect the presence of an attacker. Detection
techniques range from simple pattern matching to artificial intelligence based on a search for indicators of
compromise (I0Cs), behavioral analysis, and use of threat intelligence. Response capabilities include alerting,
generating forensic data, suspect endpoint isolation for threat containment, and rolling a compromised endpoint to
its last known safe state. The effectiveness of EDR relies on the deployment of agents on all endpoints, which may
not be possible for internet-of-things (loT) devices, operational technology, or network-enabled manufacturing
equipment.

Threat Detection and Response (TDR) refers to a type of EDR service that limits the volume of endpoint data
records by focusing on critical functions or recording data for analysis once a threat is detected.
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Extended Detection and Response (XDR) is a security solution that integrates an EDR service with an NDR
service to provide a more comprehensive detection capability. A single service collects and correlates endpoint
agent data, network-level information, and log data. The service applies analysis techniques to this single
dataset to maximize detection effectiveness.

Managed Detection and Response (MDR) is a specialist threat detection and response capability that uses an
outcome-based approach to identify and limit the impact of security incidents rapidly. The service relies on
remote threat monitoring using host and network-layer technologies deployed on network chokepoints and
endpoints. In addition, advanced analytics, threat intelligence, forensic data, and hurman expertise are leveraged
for investigation, threat hunting, and response.

Security Information and Event Management (SIEM) are security solutions that collect, aggregate and analyze
event data from endpoints and network logs. The data is analyzed to identify any abnormal events or patterns of
behavior that could be caused by a threat actively exploiting, or attempting to exploit, a security weakness. The
effectiveness of SIEM is directly dependent on the coverage and quality of the log data.

Security Operation Centers (SOC) are staffed facilities that perform round-the-clock threat detection and

response activities based on manual detection and response processes. The SOC requires physical and logical
access to the systems being monitored.
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PRINCIPLES OF NDR

VISIBILITY

The key principle of NDR is to provide visibility of all network activity, enabling analytical techniques to be
applied to all data passing over the network. This includes all traffic for all ports, network endpoints, and other
connected devices and services. NDR looks at both north/south traffic crossing boundaries and east/west
traffic within the perimeters when analyzing network traffic for threats.

This includes message protocols and content, data files, scripts, executables, and any other traffic. Irrespective
of how content is formatted, encapsulated, embedded, or encrypted, all content is analyzed. This prevents
attackers from disguising or obfuscating data associated with these actions in a manner that could evade
analysis. The challenge is to thoroughly inspect all network traffic without impacting network data integrity and
business process efficiencies.

Metworks now typically use encryption techniques across all traffic, inside and outside of the boundaries. This
approach enhances the security of sensitive information, protects confidentiality, and ensures data integrity.
The downside is that attackers can use encryption to hide their activities from traditional monitoring and
logging-based controls. Behavioral monitoring of encrypted traffic can identify potential abnormal events, but
the encrypted nature of the information makes investigation challenging. The decryption of all message trafficis
an essential aspect of an NDR solution in remaoving this potential blind spot from the security controls.

THREAT DETECTION

In the current threat environment, it's estimated that defenders have less than twenty minutes from the time
of imtial compromuise to the attacker being able to alter records to hide their presence on a networl. After this
window closes, detecting activities attributable to an attack can be far more challenging. A sophisticated
attacker can disguise their actions as normal user behavior, bypassing traditional network analysis technigues.

Automated threat detection processes offer the best opportunity of recognizing an attack during the initial
stages, before the window of attack visibility closes. Automated processes will be presented with complex event
information that drives decision-making. Strange events and anomalous behavior detected by machine learning
processes deliver threat information derived from traffic analysis and data from perimeter defenses.

The process needs to distinguish between genuine threats and behavior due to changes to systems, users, or

external resources, For example, threats may result from a malicious attack or be inadvertently created from
system misconfiguration or service malfunction.
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Traditional manual threat investigation processes consume significant resources to identify genuine threats
amongst the noise of security alerts. In the face of overwhelming numbers of alerts, actual threats can be
overlooked. Continuously alerting can lead analysts to assume that the warnings are false positives due to
configuration issues or systemn faults. Capable attackers have the psychological knowledge to exploit
weaknesses in analyst behavior to create false alerts and hide their actions

NDR solutions following automated playbooks eliminate the time and resources required to analyze every
alert. A thorough investigation of all alerts can enable the elimination of false alerts. The technigue can identify
and flag genuine attacks before the attacker has the chance to cover their tracks. Analysts, relieved of the burden
of the initial alert investigation, can focus their efforts on resolving attacks

LMATRIX e KILLE NTEL REFORTS

PROACTIVE ANALYSIS

The network wisibiity avalable to NDR solutions enables the proactive analysis of an orgamzation's
nformation systems real estate to identify weaknesses and vulnerabilities before exploitation

One of the key capabilities of NDR solutions 1s the automated identification and classification of network
assets, from endpoints to network-enabled sensors and firewalls to gateways. This feature enables NDR
solutions to detect and react to changes, from a device going off-line to the connection of a new appliance.
Processes can be intiated to respond to such changes, from beginming maintenance actions to raising a
security alert depending on the nature of the detected change. This feature also allows automation of asset
management processes as necessary.

Imntrix.com -| 9



LIMNTRIX

BE THE HUNTER | MNOT THE PREY

The network asset register can, in turn, drive system risk assessments based on known vulnerabilities and
weaknesses of assets based on their configuration status, patching state, and operating profile. As threat
intelligence reveals new exploits, intelligent asset management can automatically highlight those vulnerable
network assets to initiate a risk-based decision process to update, replace, or retain affected devices.

The information available from network asset registers can also be applied for attack simulation exercises,
including blue-team and red-team analysis of the network. The results can help identify security gaps and
exploitable weaknesses for further impact assessment and a cost-benefit analysis for remediation. In addition,
this process enables a continuous proactive security improvement process that preempts attacks rather than
relying on a reactive post-incident lesson learned approach.

RETROSPECTIVE ANALYSIS

NDR solutions’ visibility across the entire infrastructure allows the extraction and analysis of network
metadata to enable a retrospective analysis of past events to support behavioral analysis techniques.
In addition, correlations between past and present can provide indications of abnormal events.

Shared threat intelligence can provide new insights into attack patterns that allow previously undetected
abnormal events to be retrospectively identified. Thus, a previously undetected attack can be deduced, and a
response initiated based on this examination of old data with new knowledge.

NDR solutions require access to complete metadata records extending back over significant periods. Records
should include complete network metadata for all traffic, potentially a large volume of information but
manageable. Typically records should also cover at least three months to accommodate typical dwell times for
persistent threats. This places a manageable data retention requirement on systems. Alternative solutions
relying on full package capture to provide the same visibility would be prohibitively expensive to implement.
Realistically analyzing such a large data set can only be undertaken by the automated processes that NDR
solutions offer.

The benefit of committing to storing this comprehensive set of records is the ability to use shared threat
intelligence to identify novel persistent threats sophisticated enough to evade behavioral analysis.

INVESTIGATION

MDR solutions encompass the network analysis functions developed by NTA and NAV services to provide
practical data analysis. Leveraging advances in data science that are implemented using advanced analytical
methods allow efficient data analysis of the high volumes of available data.

The nature of behavioral analysis generated large volurmes of indicators that require investigation to
distinguish genuine threats from expected behaviors and abnormal events of a non-malicious cause. For
example, software bugs, hardware failures, and legitimate user actions can create events requiring analysis.
NDR provides the capability to analyze all incidents to identify those of malicious intent that need a response.
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