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EXECUTIVE SUMMARY

The stark truth is that ransomware attacks are growing significantly in both volume and aggressiveness.
Estimations are that attackers launch attacks worldwide every 11 seconds. The cost to global businesses of
these attacks is estimated to reach 520 billion in 2021. This cost has grown more than fifty times the estimated
cost impact seen in 2015. This staggering metric shows that ransomware is the fastest growing form of
cybercrime, and the trend over the last three years shows the growth accelerating.

A key feature of ransomware is that it can be targeted at any business size, from the largest multinationals
down to individuals. As a result, every system is vulnerable and can be seen as a viable target for attack.
Traditionally ransomware attacks were focused on large organizations where a high financial ransom could be
extorted. However, the trend is for attackers to target large numbers of small, less well-protected businesses
more likely to pay a modest ransom. These more minor victims are more willing to pay, and the attacks are less
likely to attract the attention of law enforcement organizations.

Ransomware is now a common attack vector for criminal enterprises seeking to extort businesses for
financial gain. The technological capability of this malware variant has become pervasive and highly capable,
able to penetrate stringent security controls through the exploitation of a weak point and quickly spread across
systems. A successful infection will cause significant disruption to business operations for the duration of the
active incident. Even the best backup and recovery plans take time to restore systems to a pre-infected state.
However, ransomware attacks are evolving, so they no longer simply comprormise data integrity and impact
availability. The latest attack strategies include the exfiltration of data before encryption, followed by threats to
compromise confidentiality by releasing the stolen data to the public or its sale to criminal enterprises for
exploitation of any sensitive information. The ability to recover systems from backups is no longer sufficient to
protect businesses from the impact of ransomware attacks. The focus must be shifted away from recovery to
fast detection and effective response.

The key takeaway 15 that ransomware 15 becoming more common and more pervasive. The emergence of
ransomware-as-a-service schemes enables any indmvdual or group with criminal intent to launch an attack
without the need for technical understanding of the attack mechanism. Anyone with basic computer skills
and access to the internet access can launch an attack and take a share of any ransom paid. The groups
providing the service make a lucrative income that can be invested in improving the ransomware, increasing its
capabilities and success rate. Businesses need to take action if they are to stay one step ahead.

LMNTRIX's detection and response capabilities offer clients of all shapes and sizes an effective solution to
the latest ransomware threats. The LMNTRIX Respond endpoint agent blocks malware and ransomware while
the rest of its service stack offers tailored detection and response capabilities. The services detect ransomware
at the earliest execution stage to minimize impact before the malware gets a foothold in compromised
systems.
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AN OVERVIEW OF RANSOMWARE

INTRODUCTION

Ransomware attacks are growing significantly. Incidents have been steadily rising since 2016 and now
represent 10% of all reported security breaches. Last year, amid the Covid-19 pandemic, saw a marked increase
in ransomware attacks against US-based organizations. The level of aggressiveness displayed by ransomware
and its operators since 2018 has grown significantly. It has become so dynamic and volatile that a ransomware
attack and subsequent recovery can cripple businesses both temporarily and permanently. These attacks include
large volumes of low-value ransom demands against small companies and individuals as well as several
multi-million dollar ransom demands against large organizations. All the while, attacks have evolved from the
simple encryption of data to the theft and threats to publish.

RANSOMWARE BREACHES (PERCENT OF TOTAL INCIDENTS)
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FIGURE 1 - INCIDENTS INVOLVING RANSOMWARE BREACHES

THE EVOLUTION OF RANSOMWARE

Ransomware is defined as malware that prevents users from accessing data or services on an infected
systemn until a financial ransom is paid to restore access. The first recorded attack that employed this
technique dates back to 1989. In this instance, the code known as the AIDS Trojan was delivered by the
targeted distribution of computer floppy disks to delegates who attended the 1989 World Health Organization
AIDS conference. The perpetrator, a fellow research scientist, disguised the malware as data related to the
AIDS epidemic. This malware encrypted data on the victim's computer and demanded a ransom payment be
sent by post to an address in Panama. The use of a weak encryption algorithm that security researchers were
able to reverse made the attack unsuccessful. However, things have moved on quite a bit since this attack.
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By the mid-2010s, attacks had moved on to the indiscriminate electronic distribution of malware that victims
would receive and mistakenly or unwittingly execute to start the attack.

Ermnail attachments and website links provided the primary mechanisms for delivering the ransomware.
However, the malware had limited intelligence that restricted its ability to cause significant impact to infected
systems or propagate between systems. As a result, the success rate for attacks was low.

It wasn't until around 2015 that attacks became sophisticated enough to generate significant financial benefits
for attackers.

The focus now switched to targeted attacks on specific victims using hacking techniques to penetrate
systemns as the precursor to the use of ransomware. A hacking collective known as The GOLD LOWELL group was
the first cybercriminal gang to use post-intrusion ransomware. Once they had successfully penetrated a network,
they deployed the SamSam ransomware. By manually uploading and propagating the malware, attacks could be
more successful and sufficiently destructive to persuade victims to pay a significant ransom. Other groups soon
adopted this approach using the Ryuk, Defray, and BitPaymer code to extend attacks to include a ransomware
element. But now, there is a new generation of ransomware code available. The following are the top ten reported
infections in 2020, representing just over 65% of successful ransomware attacks.

REPORTED RANSOMWARE INFECTIONS BY TYPE
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FIGURE 2 - REPORTED RANSOMWARE INFECTIONS BY TYPE
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As each group became more successful and collected significant ransom payments, other groups and
individuals were attracted to this attack method, including groups operating on behalf of some nation-states. This
rapid growth amongst the criminal elements sparked the development of the ransomware-as-a-service (RaaS)
business model. The successful ransomware creators provide less capable attackers with copies of their
malware and the means to deploy it in return for a percentage share of all ransom payments. The benefits are
financial income with little effort and less risk of payments being traced to the RaaS provider from the victims.
The risks are shifted to those attackers undertaking the deployment. This move has opened up sophisticated
ransomware as an effective attack option for hackers with little or no technical skills. These geographically
dispersed individuals are much harder for law enforcement agencies to trace, making recovery of ransom
payments significantly harder.

Ransomware is now a highly lucrative enterprise for malware writers and hackers able to gain access to
systemns. Criminal enterprises are willing to pay significant sums for software that delivers results. This market

has driven the development of ever more technologically capable and highly pervasive malware to meet this need.
This evolution has created a whole ransomware ecosystem where specialist skills are brought together to deliver
an end-to-end attack on behalf of a criminal group.

TARGET RANSOMWARE TYPE RANSOM PAID
CWT GLOBAL Ragnar Locker $4.5 MILLION
COLONIAL PIPELINE DarkSide $4.4 MILLION
BRENNTAG DarkSide $4.4 MILLION
TRAVELEX Sodinokibi | $2.3 MILLION
UNIVERSITY OF CALIFORNIA NetWalker $1.14 MILLION
SAN FRANCISCO (UCSF)

FIGURE 3 - TOP RANSOMS PAID

THE CURRENT STATE OF PLAY

Ransomware is now a common attack vector for criminal enterprises looking to extort money directly from
businesses. From the attacker's point of view, this technique requires little effort, technical know-how, and
resources to accomplish. However, the emergence of RaaS means that anyone in any geographical location

armed with a computer and an internet connection can launch attacks.

.08

lmntrix.com



LIMINTRIX

BE THE HUNTER | HMNOT THE PREY

RANSOMWARE INFECTIONS BY COUNTRY
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FIGURE 4 - RANSOMWARE INFECTIONS BY COUNTRY

In almost all cases, ransom payments are required to use cryptocurrency to obfuscate the financial trail back
to the perpetrator. The unregulated nature of cryptocurrency transactions and the low adoption rate of this
technology made it easy for such payments to be converted to cash or other assets reasonably anonymously.
However, the investigative capabilities of law enforcement agencies have signiﬁcantly become enhanced In
recent years, providing the ability to track the movement of large cryptocurrency transactions. This ability is
making it more difficult for criminal enterprises to hide the flow of money. As a result, while the collection of
payments remains straightforward, the criminals are finding it increasingly difficult to realize the financial value of
the cryptocurrency without attracting unwanted attention. This factor is driving a focus on collecting large
volumes of small transactions across several different cryptocurrencies that are easier to obfuscate amang other
legitimate transactions.

.09

lmntrix.com



2020

m Ransom Attack- Data Encrypted

= AttackedStopped

m Bansom Attack- Data Mot Encrypted

3%

s

LIMINTRIX

BE THE HUNTER | HMNOT THE PREY

2021

m Ransom Attack- Data Encrypted
s AttackedStopped

s Bansom Attack- Data Mot Encrypted

™

\

FIGURE 5 - RANSOMWARE ATTACK SUCCESS RATES

Increasingly, attackers were seeing their efforts go to waste as victims were able to restore infected systems.
The growth of backup solution providers and specialist recovery businesses has seen a significant increase in the
recovery capabilities of organizations that used to be vulnerable to ransomware attacks.In response, the attacks

have evolved to counter the increased use of such data backup solutions to mitigate such attacks by exfiltrating
sensitive information and using the threat of releasing this information to encourage payment.This ‘name and
shame’ attack is the latest method to improve success rates when faced with defense improvemnents.

The following statistics for ransomware that employs a ‘name and shame' strategy are derived from postings
made by attackers to leak sites and represent the number of victims who did not pay a ransom.

RANSOMWARE

NAME

DATE OF FIRST KNOWN
NAMING

PERIOD OF OPERATION NUMEER OF NAMED

CLOP

REVIL

SNATCH
DOPPELPAYMER
NETWALKER
PYSA

LOCKBIT

CONTI

MAZE
RAGMNAROK
AKO
RAGNARLOCKER
NETFILM
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February 2019
May 2019

hMay 2019

July 2019
September 2019
October 2019
October 2019
November 2019
December 2019
January 2020
January 2020
February 2020
March 2020

(DAYS) VICTIMS
871 65
782 259

16 6

720 200
509 144
619 189
611 9

270 417
334 266
537 33
181 g

203 27
464 40
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RANSOMWARE DATE OF FIRST KNOWN PERIOD OF OPERATION NUMBER OF NAMED
NAME NAMING (DAYS) VICTIMS
NEMTY March 2020 T ]
SEKHMET March 2020 103 6
AVADDON June 2020 373 182
RANSOMEXX June 2020 369 21
MOUNT LOCKER July 2020 355 20
DARKSIDE August 2020 285 99
RANZY August 2020 307 3
SUNCRYPT August 2020 300 22
EGREGOR September 2020 103 206
EVEREST December 2020 202 39
CUBA December 2020 202 9
BABUK January 2021 168 43
ASTRO TEAM March 2021 111 16
PROMETHEUS March 2021 85 37
SYMNACK March 2021 85 (¥
LV April 2021 73 40
MARKETO April 20217 69 32
NOMNAME April 2021 B4 6
XING April 20217 53 18
LORENZ April 20217 53 17
GRIEF hMay 2021 25 15
PAYLOAD BIN May 2021 21 2

FIGURE 6 - NAME AND SHAME METRICS

It is expected that the use of ‘'name and shame’ ransomware will continue while it remains profitable. However,
ransomware is constantly evolving, and a new attack method is expected to emerge.In addition, improving law
enforcement capabilities and better defenses against attacks will eventually force a change in direction. The trick
for businesses is to stay one step ahead to minimize the chances of attack while also being fully prepared to
detect and respond if and when an attack occurs.

THE INFECTION PHASE
A ransomware attack starts the same as any typical malware attack.The attackers seek a mechanism to install

their ransomware to a target system undetected. They are helped by the many options available, depending on
their capabilities and the nature of the target.
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@ Using a phushing email or other communications medium includes a link to a website that hosts malware
that the attacker hopes will not be detected. Then, the target's systems will download and execute.

® Using stolen or deduced access credentials to gain access to a system to install and execute malware.

® Using social engineering techniques to persuade a legitimate system user to allow access using a desktop
sharing application, allowing the attacker to install and execute malware.

e Using traditional network attack techniques to exploit a weakness in security controls to gain access to a
system to install and execute malware.

® Using malvertising techniques to hijack advertising delivered by legitimate websitesto deliver adverts that
link to malware that the attacker hopes will not be detected. The target's systems will download and execute.

® Secondary infection technigques are also being used where criminal organizations utilizing ransomware
obtain access to systems that unknowingly have been previously infected with malware by a group or individual.

This task is more straightforward for the attacker thanks to the availability on the dark web of stolen access
credentials and details of individuals and businesses who have previously fallen victim to attacks. Thus, for a
relatively modest price, attackers can gain access to all the tools necessary to launch an attack.

THE ATTACK PROCESS

Once a system has been compromised with malware, the attack process will beginSimple forms of
ransomware would simply encrypt all the files on the infected device and send a message containing the
randomly generated encryption key back to the attacker. Usually, the keys are sent to a server controlled by the
attacker, located in a territory with no regulator controls where anonymity can be guaranteed.

Ransomware has since evolved to be more sophisticated and persuasive. Typically, the initial malware acts as a
loader for more complex applications that undertake surveillance and intelligence gathering activities . The goal
Is to spread across as many connected systems as possible, collecting credentials to increase access
permissions and identify valuable information.

Now, ransomware will typically seek to exfiltrate as much information as possible. Data is transferred discretely
from the infected systems back to the attacker-controlled server.This tactic has two benefits. Firstly, the threat to
release the information can incentivize the victim to pay the ransom demand in cases where recovery from a
backup is a viable option. Secondly, the information has a potential value, and a marketplace for the sale of such
information exists on the dark web. The downside for the attacker is that the exfiltration of large volumes of data
may reveal that the attack is underway before the encryption of the data commences.This red flag provides an
opportunity for the target to detect an attack in progress and halt it.
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