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EXECUTIVE SUMMARY 

The security perimeter, once the bedrock of enterprise defense, no longer exists in the form security 
teams once relied on. Cloud-first IT, hybrid work, and the rise of SaaS applications have dissolved the 
traditional boundaries of corporate networks. Attackers no longer need to breach hardened firewalls or 
bypass complex intrusion prevention systems; instead, they exploit the weakest link: human and 
machine identities. 

Today, the majority of successful intrusions begin not with malware but with compromised accounts. 
In one report, it was found that credential theft and misuse are among the most prevalent initial 
access vectors, outpacing malware as a root cause of breaches1. In a global threat report from the 
same year, analysis reinforced the previous report’s findings, observing that 75% of intrusions involved 
malware-free techniques, most often relying on stolen credentials or abuse of legitimate identity 
services2. 

This white paper argues that the collapse of the perimeter has made identity the modern attack 
surface. It explores why traditional IAM and MFA controls are insufficient, how Identity Threat 
Detection and Response (ITDR) has emerged as the equivalent of EDR/NDR for the identity layer, and 
how deception technologies can add a proactive detection component to identity defense. By merging 
these approaches into a cohesive identity-first strategy, enterprises can defend against the most 
common breach pathways of the present era. 
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FROM NETWORK PERIMETER TO IDENTITY 
PERIMETER 

 
For much of the late 20th and early 21st century, enterprise security strategy revolved around 
defending a clear boundary between trusted internal networks and untrusted external ones. The 
concept of a hardened perimeter, reinforced by firewalls, intrusion prevention systems, and VPNs, 
defined security practice. The assumption was that once users were authenticated and inside the 
perimeter, they could be trusted. 

This model began to erode with the widespread adoption of cloud computing, SaaS, and mobile work. 
Employees, contractors, and partners now access applications and data from everywhere, using a mix 
of managed and unmanaged devices. The Covid pandemic accelerated this shift, making remote-first 
work the norm. 

At the same time, cybercriminals and nation-state adversaries adapted. Rather than wasting 
resources on breaching hardened endpoints or networks, they realized they could simply log in with 
stolen or coerced credentials. Social engineering, credential stuffing, and attacks on identity providers 
proved more efficient than malware campaigns. Microsoft describes this evolution succinctly: 
“Attackers are logging in rather than breaking in.”3 

The result is what analysts describe as the identity perimeter. The identity layer, consisting of 
authentication services, cloud identity providers, IAM platforms, and the digital identities of users and 
machines, is now the new battleground. Protecting this layer requires a fundamental rethink of 
enterprise defense. 
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THE COLLAPSE OF THE TRADITIONAL PERIMETER 

THE DATA TELLS THE STORY 

The collapse of the perimeter is not just a theoretical construct; it is borne out by data. In the first 
report mentioned above it was found: 

 Credential theft featured in a majority of web application breaches. 
 Malware, while still relevant, is no longer the dominant initial access vector. 
 Misuse of valid accounts was implicated in most advanced persistent threat (APT) 

campaigns. 
 

The second report mentioned further detailed that adversaries increasingly rely on malware-free 
intrusions. Attackers authenticate with stolen credentials, escalate privileges, and then move laterally 
inside networks, blending into normal operations. Making traditional threat detection far less efficient. 
Social engineering campaigns are the fastest-growing tactic employed to facilitate credential theft, 
with attackers using phishing, MFA fatigue, and adversary-in-the-middle kits to bypass 
authentication4. 
 

PERIMETER SECURITY FAILS IN THE CLOUD ERA 

Even organizations with strong endpoint detection and intrusion prevention found themselves 
compromised through identity. Consider the rise of supply chain breaches, where compromising an 
identity provider or SaaS platform led to downstream breaches across many customers. The Okta 
breaches in 2023–2024 illustrated this reality, as attackers who compromised Okta’s support 
systems gained visibility into authentication flows for thousands of enterprises. 

This incident highlighted a critical point: in a world where identity providers are the new perimeter, 
compromising one platform can ripple across an entire ecosystem. 
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WHY TRADITIONAL IAM AND MFA ARE 
INSUFFICIENT 

THE LIMITS OF IAM PLATFORMS 

IAM platforms provide centralization of account management, policy enforcement, and access 
control. They are essential for enabling single sign-on (SSO) and reducing the sprawl of 
credentials susceptible to being compromised. However, IAM is fundamentally a preventive 
control. It cannot detect if an account is being misused or if an attacker has hijacked 
credentials. Once an adversary has valid credentials, IAM systems generally cannot 
distinguish between legitimate and malicious logins. 
 

Moreover, IAM platforms themselves become high-value targets. The Okta incidents 
demonstrated that attackers are willing to go after the very infrastructure that manages 
identity. If an IAM system is compromised, the entire enterprise is at risk. 
 

THE PROBLEM WITH MFA 

MFA was long considered the gold standard for protecting accounts. While still highly 
recommended, MFA is increasingly bypassed by attackers: 

 MFA fatigue attacks: Adversaries bombard users with repeated MFA prompts until one 
is accepted, often exploiting user error or exhaustion. 
Adversary-in-the-middle (AiTM) phishing kits: Attackers intercept tokens in real time, 
allowing them to bypass MFA entirely. 

 SIM swapping and push notification abuse: Exploiting weaknesses in SMS or app-
based authentication. 
 

A systematic academic review of MFA weaknesses concluded that while MFA increases 
security, its effectiveness is undermined by usability issues and inconsistent adoption of 

 



phishing-resistant methods. Security researchers also report that organizations continue to 
deploy MFA in ways that leave them vulnerable to credential stuffing and replay attacks5. 

IAM/MFA AS POINT-IN-TIME CONTROLS 

The core issue is that IAM and MFA are point-in-time controls. They establish trust when a 
user logs in, but they do not continuously validate behavior after the fact. Once inside, 
adversaries can act with the full authority of the compromised identity. As such, IAM and MFA 
must be supplemented with continuous monitoring and detection. 

 

IDENTITY-FIRST SECURITY: ITDR AS THE NEW 
EDR/NDR  
WHAT IS ITDR? 
 
Identity Threat Detection and Response (ITDR) is a relatively new but rapidly growing category 
within cybersecurity, designed to protect the most critical element of modern digital 
environments, namely identity. Much like how Endpoint Detection and Response (EDR) and 
Network Detection and Response (NDR) transformed how organizations defend endpoints 
and network infrastructure, ITDR is reshaping identity security. Defined by leading authorities 
such as Microsoft and Gartner, ITDR brings together a suite of tools and practices aimed at 
continuously monitoring, detecting, responding to, and recovering from identity-based 
threats. 

At its core, ITDR focuses on continuous monitoring of identity-related activities across 
systems, directories, and cloud environments. This involves tracking authentication patterns, 
access requests, and role changes to detect deviations from normal behavior. When unusual 
actions are detected—such as logins from unfamiliar locations, unauthorized privilege 
escalation, or signs of lateral movement within the network, ITDR solutions trigger alerts and 
initiate automated responses to contain the threat before it spreads. 
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These automated responses are key to ITDR’s effectiveness. They can include immediate 
actions like terminating suspicious sessions, enforcing multifactor authentication challenges, 
resetting compromised credentials, or applying conditional access policies that restrict further 
risk. This real-time adaptability significantly reduces the window of opportunity for attackers 
who have gained unauthorized access. 

Beyond detection and response, ITDR also incorporates recovery and remediation playbooks 
to restore trust in the identity environment following a breach. These playbooks help 
organizations identify compromised accounts, validate integrity, and re-establish secure 
authentication paths, ensuring that operations can resume safely. 

Ultimately, ITDR represents the evolution of security toward an identity-centric model, one 
that acknowledges that identities, not just devices or networks, are now the primary targets 
of attackers6. By integrating detection, automation, and recovery, ITDR strengthens an 
organization’s resilience against the sophisticated identity-based threats that define today’s 
threat landscape. 

 

WHY ITDR MATTERS? 

ITDR addresses the blind spots of IAM/MFA by detecting misuse after authentication. If a user 
suddenly authenticates from an unusual location, escalates privileges unexpectedly, or 
accesses sensitive resources atypically, ITDR tools can flag or block that behavior. 

For example, ITDR tools could integrate with Active Directory and cloud Intrusion Detection 
and Prevention Systems (IDPS) to continuously evaluate authentication flows. If an attacker 
uses a stolen account to authenticate from an unexpected source, the session can be 
terminated before lateral movement occurs. 
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TECHNICAL CAPABILITIES OF ITDR 

 
A mature ITDR implementation should provide: 

 Telemetry integration across AD, Azure AD (Entra ID), Okta, and other IDPS. 
 Machine learning anomaly detection for login patterns, device associations, and 

geolocation mismatches. 
 Integration with SOC workflows to feed alerts into SIEM/SOAR pipelines. 
 Playbooks for rapid account containment and recovery. 

 

Microsoft has described ITDR as the natural evolution of Zero Trust, ensuring that identity is 
continuously verified, not just at login. 

MERGING DECEPTION WITH IDENTITY PROTECTION 

THE EVOLUTION OF DECEPTION 
 
Deception with Identity Protection is an advanced defensive strategy that merges traditional 
identity security with deception technologies to detect, mislead, and contain adversaries 
targeting credentials and identity infrastructure. As attackers increasingly exploit identities to 
move laterally through networks, this approach shifts the balance of power, using the 
attacker’s own reconnaissance and exploitation techniques against them. 

At its core, deception technology involves the strategic deployment of traps, decoys, and false 
assets designed to appear genuine to intruders7. Within the context of identity protection, 
these decoys often take the form of fake user accounts, credentials, or directory entries 
embedded within production environments. When an attacker attempts to harvest or use 
these fake identities, the system immediately detects and flags the malicious behavior. This 
allows defenders to observe the intrusion in real time without exposing legitimate systems or 
data. 
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When integrated with Identity Threat Detection and Response (ITDR) and Identity and Access 
Management (IAM) frameworks, deception technology enhances visibility into adversarial 
behavior. For example, attackers may attempt credential stuffing, privilege escalation, or 
lateral movement using stolen tokens or session cookies. A deception layer can detect these 
activities by presenting believable but non-operational credentials. Any interaction with these 
identities, such as a login attempt or access request, triggers an alert that confirms malicious 
intent. This provides early warning of a compromise, often before traditional monitoring tools 
detect anomalies. 

Deception-based identity protection also serves as a deterrent and intelligence-gathering 
tool. Because decoy accounts mimic legitimate users, attackers cannot easily distinguish 
them from real ones. As adversaries engage with deceptive assets, defenders can gather 
valuable data on their tactics, techniques, and procedures (TTPs). This intelligence can then be 
used to strengthen defenses, improve detection rules, and train AI-driven security models. 

From an operational perspective, deception solutions are lightweight and non-intrusive. They 
integrate with existing directory services such as Active Directory or Azure AD and can be 
deployed at scale without impacting normal user operations. Furthermore, because deception 
is inherently proactive, it complements rather than replaces other identity security measures 
such as MFA, conditional access, and privileged access management (PAM). 

In today’s threat landscape, where compromised identities underpin many major breaches, 
deception with identity protection offers a powerful advantage. By confusing and exposing 
attackers instead of merely defending against them, organizations gain the ability to detect 
stealthy intrusions earlier, respond faster, and ultimately maintain stronger control over their 
identity ecosystem. 
 

BENEFITS OF IDENTITY DECEPTION 

 Early detection of credential theft: If a stolen decoy credential is used, defenders 
receive an immediate alert. 

 Exposure of lateral movement: Decoy service principals or machine accounts act as 
traps during privilege escalation attempts. 

 Low false positives: Since decoy assets should never be touched by legitimate users, 
alerts carry high confidence. 



TECHNICAL INTEGRATION 

 
Identity deception can be integrated with ITDR by correlating honeytoken alerts with 
anomalous authentication data. For example, if a decoy credential is used and an unusual 
login pattern is detected simultaneously, SOC teams gain rapid confirmation of compromise. 

This proactive approach turns the tables on adversaries: instead of hoping to detect subtle 
anomalies, defenders plant high-fidelity tripwires in the identity layer. 

 

CASE STUDY: THE OKTA BREACHES  
 

The Okta data breach underscores the persistent vulnerabilities within identity and access 
systems. In this case, attackers gained entry by compromising an employee’s personal Gmail 
account. That individual had saved corporate credentials in Chrome and accessed work 
systems from that same device. Once inside, the adversary installed malware and leveraged 
access to Okta’s support environment. 

The attack focused on leaking HAR (HTTP Archive) files that customers uploaded for 
troubleshooting. These files include browser session data, which allowed the attackers to use 
valid session cookies to target client environments. Notably, BeyondTrust became a vector: an 
attacker used a session cookie to try accessing BeyondTrust’s Okta environment. However, 
that organization enforced strict policies, limiting access to trusted devices and users, thereby 
averting full compromise. 

Okta eventually traced the breach, terminated the compromised service account, and notified 
affected clients. While initially only a handful of customers were believed impacted, the final 
assessment showed data from 134 customers had been accessed. Some emails and names 
of Okta support users were also exposed, facilitating follow-on phishing campaigns. 

In response, Okta engaged an independent forensic team, affirmed no further malicious 
activity, and rolled out security enhancements. These included enforcing zero standing 
privileges for administrators, tightening MFA requirements, strengthening session security, 
and limiting API access by network zones. 

 



The Okta breach proves even IAM leaders are not immune. It demonstrates how identity 
systems can be attackers’ focal point, and how critical it is to combine rigorous access 
controls, continuous monitoring, and minimal privilege principles to reduce exposure8. 

 

STRATEGIC RECOMMENDATIONS TO PREVENT SIMILAR 
IDENTITY-BASED ATTACKS 

1. Adopt phishing-resistant MFA: Use FIDO2/WebAuthn-based authentication and 
minimise reliance on SMS or push-based MFA. 
 

2. Deploy ITDR platforms: Ensure monitoring spans AD, Entra ID, Okta, and SaaS 
providers. Automate containment workflows. 
 

3. Implement identity deception: Seed identity systems with decoys to detect theft 
early. 
 

4. Harden identity providers: Apply least privilege, restrict administrative access, and 
monitor for support-system exploitation. 
 

5. Integrate Zero Trust principles: Continuously verify identity, device, and context for 
every access request.  
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LMNTRIX AND ITDR 
 
LMNTRIX has fully embraced Identity Threat Detection and Response (ITDR) as a central pillar 
of its security architecture. LMNTRIX has invested time and resources into integrating ITDR 
capabilities across its managed detection and response ecosystem, positioning identity 
protection as a proactive defense layer rather than a reactive add-on. LMNTRIX found early on 
that ITDR needs to be embedded directly into the platform’s operational workflow and 
continuous monitoring functions to fully realize methodologies covered above. While 
continuous monitoring is critical to effective ITDR technology, a comprehensive platform that 
detects and mitigates identity based threats needs several other features LMNTRIX has 
adopted, as described below.   

At the core of LMNTRIX’s, ITDR framework lie comprehensive identity telemetry collection. 
The system ingests authentication and access data from on-premises Active Directory (AD), 
Azure AD, and other cloud identity providers to establish visibility across hybrid environments. 
This enables correlation between login events, privilege changes, and potential misuse of 
credentials. Once collected, this data feeds into an extensive library of detection rules and 
machine-learning models that identify high-risk behaviors such as brute force attempts, 
excessive failed logins, or privilege escalation anomalies. LMNTRIX uses over 80 specialized 
rules alongside behavioral baselining techniques to detect deviations from normal identity 
usage patterns, which also assists in reducing false positives. 

A significant component of LMNTRIX’s ITDR implementation is identity hygiene and risk 
management. This includes auditing AD configurations, locating stale or orphaned accounts, 
and identifying exposed or weak credentials. These hygiene checks are preventive in nature, 
helping organizations reduce their attack surface before exploitation occurs. Complementing 
this is an advanced attack-path mapping system that builds privilege graphs and relationship 
maps between users, groups, and computers. Such mapping allows analysts to visualize 
potential lateral-movement paths, prioritize remediation, and understand which accounts or 
permissions pose elevated risk. 

The platform also incorporates deception technology through the use of decoy accounts and 
Active Directory decoys designed to detect reconnaissance or credential harvesting attempts. 
This proactive detection mechanism provides early warnings of attacker activity that might 
otherwise go unnoticed. In addition, LMNTRIX continuously monitors for leaked credentials 
across dark web and underground forums through its Recon service. This integration between 

 



ITDR and credential exposure monitoring was found to drastically strengthen an 
organization’s ability to identify compromised identities before they are abused within the 
network. 

Once threats are identified, LMNTRIX’s response capabilities come into play. The platform 
supports automated and analyst-driven workflows for account remediation, including 
credential resets, privilege revocation, and account isolation. Incidents are triaged and 
validated by LMNTRIX’s 24/7 Security Operations Center (SOC), ensuring continuous identity-
level protection and rapid containment of potential breaches. 
 
 

LMNTRIX’S MULTI-LAYERED IDENTITY PROTECTION 
APPROACH 

The following table summarizes LMNTRIX’s ITDR components and their corresponding 
purposes: 

  



COMPONENT WHAT LMNTRIX DOES PURPOSE / VALUE 

Data Collection & 
Ingestion 

They collect identity and access logs from 
multiple systems: on-premises Active 
Directory (AD), Azure AD, cloud identity 
providers, and hybrid environments. 

This gives visibility across 
where credentials are used 
and misused; essential for 
detecting anomalous use 
or compromise. 

Detection Rules / 
Analytics 

They use many specialized detection rules 
(80-125+ in some descriptions) to flag 
behaviors such as brute force login attempts, 
failed login thresholds, unusual login times, 
privilege escalations, etc. They also use 
Machine Learning (behavioral baselining / 
anomaly detection) to reduce false positives. 

Provides continuous 
monitoring and precision 
detection of identity 
threats. 

Identity Hygiene & 
Risk Management 

AD audits, detection of misconfigurations, 
identifying stale/orphaned accounts, 
checking for exposed credentials, etc. 

Preventive posture 
improvement and attack 
surface reduction. 

Attack Path 
Mapping & Privilege 
Graphs 

They map relationships and permissions 
(users, groups, computers), tracking privilege 
escalation paths and lateral movement 
opportunities. 

Understanding privilege 
abuse routes for faster 
remediation. 

Deception & Decoys They deploy decoy credentials and AD decoys 
to detect reconnaissance and misuse of 
credentials. 

Early warning of stealthy 
identity-based attacks. 

Credential Breach / 
Leak Monitoring 

They monitor underground and dark web 
sources for exposed credentials linked to the 
organization. 

Enables proactive 
password resets and 
compromise prevention. 

Response & 
Remediation 

Analysts validate alerts and execute response 
workflows: account isolation, credential 
reset, privilege removal. 

Rapid containment and 
mitigation of identity 
threats. 

Continuous 
Monitoring & 24/7 
SOC 

Identity activity is monitored around the clock 
by LMNTRIX analysts. 

Ensures constant vigilance 
and minimised response 
time. 

  



FINAL THOUGHTS 

 
The perimeter has not disappeared; it has moved. Identities are now the perimeter, and 
adversaries are exploiting this shift at scale. IAM and MFA, while necessary, cannot alone 
defend against modern tactics. The combination of ITDR and deception offers a way forward: 
continuous monitoring, rapid response, and proactive detection that recognize identity as the 
attack surface of the modern enterprise. 

As with EDR and NDR a decade ago, ITDR will soon be standard Practice. Enterprises that 
adopt identity-first security today will be better positioned to withstand tomorrow’s 
breaches. 

 

 


