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EXECUTIVE SUMMARY 
Australia has poured enormous effort into strengthening the Security of Critical Infrastructure 
(SOCI) Act. The SLACIP amendments expanded the regime to more sectors, tightened 
obligations, and raised expectations around governance, risk management, operational clarity, 
and incident readiness. 

Here’s the reality: 

SOCI tells organisations what to achieve, but not how to achieve it. 
Compliance is the baseline. It’s not resilience. 

Attackers — now leveraging automation and AI — move faster than any audit cycle, any 
annual risk review, and any governance checklist. They exploit exposures that appear and 
disappear every hour, not every year. SOCI was never designed to keep pace with that. 

This whitepaper breaks down the operational gap between compliance and real-world 
defence, shows how recent incidents exposed that gap, and outlines a resilience model built 
on continuous validation, exposure reduction, and AI-accelerated MXDR. 

It finishes by mapping SOCI obligations to LMNTRIX MXDR, NIST CSF 2.0, ISO/IEC 
27001:2022, and NIS2 — showing how organisations can satisfy compliance while finally 
building defences that match the speed of modern adversaries. 

The conclusion is simple:   

SOCI sets the floor. Resilience begins above it. 
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1. SOCI’S PROMISE VS. REAL-WORLD EXECUTION 
 
SOCI’s expansion was necessary. Geopolitics hardened, the threat landscape escalated, and 
the attack surface exploded across IT, OT, cloud, and identity layers. 

The legislation raised expectations around: 

 Risk management across IT, OT, personnel, and supply chain 

 Incident reporting (fast, structured, evidence-based) 

 Visibility and operational information 

 Assurance of control effectiveness 

 Advanced obligations for Systems of National Significance 

On paper, this all looks mature. 

But SOCI is intentionally principles-based. It doesn’t prescribe the architecture, telemetry, 
controls, or operational model required to deliver the outcomes it mandates. 

And that’s where organisations stall. 

Most do just enough to meet the wording of SOCI — documents, registers, governance 
artifacts, annual assessments — but fail to operationalise it. They confuse form for function. 

SOCI expects disciplined, threat-informed operation. Most operators deliver 
paperwork.  

 

 

 

  



2. THE OPERATIONAL GAP: WHERE COMPLIANCE 
FALLS SHORT 
 
SOCI focuses on whether controls exist.  
Adversaries focus on whether controls work. 
That gap widens in four critical ways: 
 

1. Compliance is 
periodic; threats are 
continuous 
An annual risk review cannot 
compete with attackers who scan 
and exploit exposures in minutes 

2. Documentation ≠ 
capability. 
 

Policies describe intent; attackers test implementation. 
 

3. Visibility is fragmented across IT, cloud, identity, and OT. 
 
SOCI doesn’t tell organisations how to unify this. 

 

4. Adversaries now leverage automation and AI. 
 
Attack cycles compress to seconds. 
Most SOCs still operate in hours. 
This mismatch produced some of the most consequential incidents in recent years. 
 

 

 



3. WHEN PLANS MET REALITY: INCIDENTS THAT 
EXPOSED FALSE ASSURANCE  
DP World Port Operator Attack (2023): 
 
Disconnecting systems was the documented strategy. 
In practice?  
30,000 containers stuck, port operations halted, OT and IT tightly coupled, recovery slow. 
 

Takeaway: 
 
Plans don’t equal capability. Resilience must be proven before an incident, not during one. 

 

Kudankulam Nuclear Plant Malware Incident: 
 
Attackers gained admin credentials and mapped the network from the IT side, despite “segregation” 

existing on paper. 

 

Takeaway: 
 
IT/OT separation is worthless unless technically enforced and validated continuously. 

 

Woolworths MyDeal & EnergyAustralia Account 
Compromises: 
 
Credential reuse and identity exposures let attackers walk straight in — no vulnerabilities 
required. 

  



Takeaway: 
 
Identity is now the perimeter, and SOCI barely accounts for identity exposure realities. 

Each incident shows the same pattern: 
Documented controls existed. They simply didn’t work in real-world conditions. 

4. WHY SOCI COMPLIANCE WILL NEVER EQUAL 
RESILIENCE 
 
Let’s break it down clearly. 

 

1. SOCI validates effort; attackers validate outcomes. 
 
Ticking the box doesn’t help when adversaries use automation, AI-driven reconnaissance, and 
credential harvesting. 
 

2. SOCI assessments are snapshots. 
 
But cloud drift, new identities, new external assets, and misconfigurations change constantly. 

 

3. SOCI doesn’t require adversary emulation, continuous 
validation, or AI-accelerated detection. 
 
Modern attackers rely on machine-speed operations.  
Most defensive programs do not.  



4. SOCI is a floor — not a shield. 
 
It ensures governance. 
It does not guarantee that controls detect, prevent, or contain anything meaningful. 

Compliance without validation leaves organisations compliant and compromised. 

 

 

 

5. WHAT REAL RESILIENCE LOOKS LIKE 
 
Resilience is not theoretical. It’s operational. It comes from four pillars: 

The Four Pillars of SOCI-Grade Resilience 

1. Continuous Visibility 
  
Full awareness of assets, exposures, and behaviours across IT, OT, cloud, and identity. 

 

2. Continuous Validation 
  
Not annual testing — daily, automated verification of control effectiveness using adversary 
behaviour. 

 

3. Continuous Detection 
  
Real-time correlation across endpoints, networks, cloud workloads, identity systems, and OT. 

 

  



4. Intelligent Response 

  
AI-accelerated triage, automated containment, rapid investigation, and threat-informed 
decision-making. 

Compliance may reference these concepts, but only continuous practice creates resilience. 

 

 
  



6. PROACTIVE VALIDATION: THE MISSING PIECE 
 
The only way to know if controls work is to test them continuously. 

This means: 

 Adversary emulation aligned with MITRE ATT&CK 

 Purple-team exercises 

 Autonomous control validation 

 Regular breach simulations 

 Response plan testing under pressure 

Validation isn’t about testing people.  
It’s about ensuring the system works the way organisations believe it will. 

This is what SOCI’s intent demands — but its wording does not enforce. 
 

 

  



7. EXPOSURE REDUCTION: THE FOUNDATION OF 
MODERN DEFENCE 
 
Attackers don’t start with vulnerabilities. 
They start with exposures: cloud drift, identity misconfigurations, forgotten external assets, 
flat networks, OT trust relationships. 

A modern exposure program covers: 

 External Attack Surface Management (EASM) 

 Identity Exposure Analysis & ITDR 

 Cloud posture & privilege analysis 

 OT/ICS exposure mapping 

 Third-party & supply-chain visibility 

Most organisations focus on vulnerabilities. 
Attackers exploit everything else. 

Exposure reduction neutralises the easy wins adversaries rely on every day. 

  



8. AI AS A FORCE MULTIPLIER 
 
Attackers now use AI to generate phishing campaigns, discover misconfigurations, automate 
lateral movement, and evade static controls. 

Defence must match this tempo.  

AI enables: 

 Faster triage 

 Fewer false positives 

 Automated enrichment 

 Pattern recognition across huge datasets 

 Predictive insight into attacker behaviour 

 Response playbook automation 

For SOCI operators who must report incidents “as soon as practicable,” AI becomes essential. 
Resilience now requires human expertise + machine speed. 
 

  



9. HOW LMNTRIX MXDR OPERATIONALISES SOCI 
AUTOMATICALLY 
This is the moment where compliance becomes operational reality. 

LMNTRIX MXDR delivers: 

 Unified telemetry across IT, OT, cloud, and identity 

 Continuous exposure discovery 

 Continuous adversary-aligned validation 

 Real-time behavioural detection 

 AI-driven response and enrichment 

 Attack-surface correlation 

 Threat-intel-driven detection engineering 

 Exercise-ready incident-response workflows 

Instead of assembling 12 tools to meet SOCI, operators unify everything through a single 
model. 

This is operational resilience — not checkbox compliance.  



10. FRAMEWORK MAPPING: SOCI, NIST, ISO, NIS2, 
LMNTRIX MXDR 

 

SOCI Obligation 
NIST CSF 
2.0 

ISO 
27001:2022 NIS2 LMNTRIX MXDR Capability 

Risk Management 
Program 

ID.AM, 
ID.RA 

A.5, A.8 Governance & 
Risk 

Asset discovery, 
continuous visibility 

Incident Reporting DE.AE, 
RS.AN A.16 Incident Handling 24/7 monitoring, AI-

assisted triage 

Evidence of 
Effective Controls 

PR.PT, 
DE.DP A.12 Technical Controls Continuous validation, 

adversary emulation 

OT System 
Protection PR.PT-3 A.14 OT Security OT telemetry, IT-OT 

correlation 

Personnel & 
Governance PR.AT A.6.3 Organisational 

Measures 
Threat-intel awareness, 
behavioural analytics 

Supply Chain 
Security 

ID.SC A.5.19 Third-Party Risk Vendor monitoring, 
attack-surface scanning 

ECSO 
Requirements 

RC.CO, 
RC.IM A.17 Resilience 

Measures 
Exercises, IR validation, 
readiness assessments 

 
LMNTRIX doesn’t just help with SOCI — it operationalises resilience across all global 
frameworks. 



  



11. A UNIFIED MODEL FOR CRITICAL 
INFRASTRUCTURE RESILIENCE 
 

When you combine visibility, validation, exposure management, MXDR, threat intelligence, 
and AI orchestration, you get a security program that: 

 Operates continuously 

 Learns continuously 

 Adapts continuously 

 Proves effectiveness continuously 

This is the standard adversaries already operate at. 
It is the standard critical infrastructure must now adopt. 

SOCI is the governance backbone. 
LMNTRIX delivers the operational muscle. 

  



CONCLUSION 
 

SOCI is essential — but insufficient. 

It ensures governance, documentation, and intent. 

Attackers don’t care about any of that. 

Resilience demands: 

 Continuous exposure visibility 

 Continuous control validation 

 Real-time detection 

 AI-accelerated response 

 IT/OT/Cloud/Identity unification 

 Threat-informed adaptation 

LMNTRIX MXDR delivers all of this through a single operational model that aligns directly to 

SOCI’s objectives and global best practice — while actually defending systems in the real world. 

Compliance is the starting line. 

Resilience is the finish line. 

Australian critical infrastructure must aim for the latter — continuously, intelligently, and with 

evidence. 

 

 

 

 

 


